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Abstract

Zero-knowledge proofs of knowledge and zero-knowledge Succinct Non-interactive
Arguments of Knowledge (zkSNARK) are a rapidly evolving field of study which
is enabling breakthroughs in decentralised applications, verifiable computation,
self-sovereign identity, as well as machine learning. As such, zkSNARKs are being
applied in scenarios where security and privacy are the primary concern. However,
with protocol definitions which span multiple fields in mathematics and theoret-
ical computer science, it remains challenging for a developer of such applications
to assess the security assumptions, efficiency trade-offs, and suitability of different
protocols. Some libraries such as arkworks and snarkjs exist to simplify the work-
flow of developers in implementing zkSNARK protocols in various applications,
but they usually treat the backend protocol as a black-box, focusing on simplicity
of use for non-cryptographers rather than clarity of the underlying cryptographic
assumptions.

This work addresses this gap by providing a systematic and comparative analysis
of modern zero-knowledge proof systems. We present an in-depth analysis of the
most prominent zkSNARKs in the current literature, with a theoretical compari-
son focusing on security analysis, cryptographic assumptions, and computational
costs of proof size and prover/verifier time. We then analyse the most notable li-
braries for implementing zkSNARK protocols, highlighting the mismatch between
available protocol implementations and the abstractions exposed to developers.
Finally, we analyse a range of real-world applications, to identify how protocol
properties influence their suitability across different scenarios. Building on this
analysis, we present a developer-friendly guide to support informed selection of
zero-knowledge protocols while preserving awareness of their security and perfor-
mance implications.
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Chapter 1

Introduction

Zero-knowledge proofs of knowledge (ZKP), introduced by Goldwasser, Micali and
Rackoff in 1985 [1], are a type of probabilistic proof between a prover party P and
a verifier party V designed to prove the validity of a statement and possession of
a witness of its validity, while revealing no information about the witness. The
key result of zero-knowledge proof is to be able to provide both confidentiality
of the witness for the prover and verifiability to the verifier, which are usually
opposing qualities in security protocols. Among the different families of ZKP sys-
tems, which include proof systems for inner product arguments or range proofs
such as Bulletproofs, we are interested in systems targeting the satisfiability of
arbitrary arithmetic circuit, which can be used to implement proof systems for
arbitrary computations. The most common type of ZKP systems developed for
this purpose are zero-knowledge Succinct Non-interactive Arguments of Knowledge
(zkSNARK) which grant two additional properties: succinctness of the proof size
and verifier time (meaning sublinearity in computational complexity), and having
a non-designated verifier, making it so that anyone in possession of the protocol
transcript can verify the proof. For these reasons, ZKP systems and zkSNARKs
are being applied in real-life scenarios where security and secrecy are the primary
concern, such as payments and assets transfer in blockchains, authentication for
Self-Sovereign Identity in decentralised applications, verifiable computation, and
digital voting systems. As such, the usage of these systems requires critical un-
derstanding of the underlying protocols and required security assumptions.

In recent times, many libraries and domain-specific languages (DSL) have been
developed to allow implementations of ZKP and zkSNARK systems in custom ap-
plications. These frameworks differ widely in target environment (generic purpose,
on-chain contract, browser runtime), focus (efficiency vs usability), and required
cryptographic knowledge, however not all of these have the required maturity, sta-
bility and documentation to be used in real applications. We focus on frameworks
with a black-box use (or close to black-box use) of ZKP systems, which allow
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CHAPTER 1. INTRODUCTION 2

developers not expert in cryptography to implement such systems for security-
critical applications.

The considered frameworks in this work are snarkjs (JavaScript library), arkworks
(ecosystem of Rust libraries), ZoKrates (Rust-like DSL) and Noir (Rust-like DSL),
which cover the most common and mature solutions currently available. As for
the ZKP systems, we consider the following zkSNARKs: Groth16 [2], Marlin [3],
Plonk [4], Hyrax [5], and Virgo [6]. These protocols differ widely in properties such
as computational costs, requirements, and security assumptions, making them
suitable for different applications. We will see, however, that this wide range
of properties available in the theoretical protocols given by the literature is not
present in the list of protocols available in the frameworks. In particular the most
prominent difference between the protocols, the type of setup required, is not well
represented in the frameworks.

The main challenge in implementing such systems is making the correct choice of
framework and protocol among the available ones. These solutions offer different
efficiency, security, and target environment, making it critical to correctly identify
the right choice of framework and protocol. Additionally, ZKPs and zkSNARKs
usually span multiple fields of study, from number theory to cryptography to
theoretical computer science, making it difficult for developers not specialised in
cryptography to fully assess the requirements and whether a given protocol is the
right fit to a given application.

To solve these issues, some works already exist in the literature comparing frame-
works or protocols, to simplify the necessary assessments: Chen et al. [7] write
an introduction to zkSNARK systems focused on the Groth16 protocol, exploring
how it can be used for potential applications; Sheybani et al. [8] make a compre-
hensive comparison of the available solutions and frameworks, analysing usability,
maturity, and computational results; Nainwal et al. [9] make an empirical com-
parison between Groth16 and zkSTARK [10]; El-Hajj and Bjorn [11] benchmark
the efficiency of Groth16, zkSTARK, and Bulletproofs [12]; Baghery et al. [13]
benchmark the efficiency of different trusted universal (updatable) zkSNARKs,
including Sonic [14], Marlin, Plonk, LunarLite [15], and Basilisk [16]; Ernstberger et
al. [17] define a novel framework for benchmarking generic zkSNARKs, and use it
to compare Groth16 and Plonk. While similar works have already been proposed,
all the comparisons in the literature focus on either the theoretical or the empirical
aspects of the protocols and frameworks, and a unifying work taking into consid-
eration both theoretical and practical aspects is still missing. This gap makes it
difficult to make the correct assessments for all the relevant issues when choosing
a solution for an application.
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In this work, we aim to solve this gap in the literature by proposing a unified
comparison of frameworks and solutions, as well as operative guidelines to help
developers understand and choose the best fitting solution depending on the use
case. We start by giving a detailed overview of ZKP systems in general, as well
as the most commonly used zkSNARKs: Groth16, Marlin, Plonk, Hyrax, and Virgo.
We then analyse the frameworks snarkjs, arkworks, ZoKrates, and Noir. Using these
analyses, we compare theoretical and practical aspects of the different choices of
protocols and frameworks, focusing on security aspects, computational efficiency,
ease of usage and typical purpose.

Finally, we combine the theoretical comparison of the protocols together with the
practical comparison of the libraries and DSLs to create a series of guidelines to
be used for developers with little experience in cryptography and ZKP systems for
a more complete understanding of the available solutions, as well as the respec-
tive trade-offs. We break down these guidelines based on a high-level view of the
requirements and assumptions of the possible use cases, in order to make them
applicable to a wide range of scenarios.

Methodology

The thesis is structured as follows. In Chapter 2 we give preliminaries on notations
and standard knowledge of group theory, probability and cryptography necessary
to understand the work.

In Chapter 3 we give a general introduction of zero-knowledge cryptography. We
start with the definition of the considered proof systems, starting from the generic
zero-knowledge proofs of knowledge, to the non-interactive variant and the final
succinct non-interactive form. These definitions are given for general relations,
and also apply to other proof systems not considered in this work, such as ZKP
systems for range proofs. We then specialise these relations to constraint systems
deriving from arithmetic circuits, which can be used to represent arbitrary compu-
tations. We discuss the different and equivalent representations of these constraint
systems which will be used by the proof systems mentioned above. In Chapter 4
we present common zero-knowledge protocols and subroutines which will be used,
directly or with slight variations, by the proof systems. Here are defined the core
protocols which make zkSNARKs possible.

In Chapters 5 and 6 we analyse Groth16, Marlin, Plonk, Hyrax, and Virgo. The
analysis is divided in a chapter for trusted setup zkSNARKs and a chapter for
transparent zkSNARKs. While this distinction in setup is the most evident dif-
ference between these protocols, we also analyse the respective inner workings,
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to better understand the computational costs and security assumptions of each
protocol. We also give a brief consideration to the Powers-of-tau protocol, which
becomes relevant in implementations of some zkSNARKs which require a trusted
setup procedure. In Chapter 7 we analyse the libraries snarkjs and arkworks, and
the DSL ZoKrates and Noir, by comparing availability of protocols, ease of usage,
and maturity of the environment.

In Chapter 8 we give a direct comparison of the considered frameworks and proto-
cols. We start by analysing the practical implications of the current ecosystem of
ZKP frameworks to the proof system choice. In particular, we highlight the dis-
crepancy between the protocols offered by the current ecosystem, which is mostly
restricted to trusted setup protocols, when compared to the available protocols
defined in the literature. We then combine these practical considerations into
the theoretical comparison of the protocols, comparing the relative strengths and
weaknesses of the security assumptions and models, as well as the setup procedures
and the computational costs. This comparison culminates in Chapter 9, where we
combine the considerations of the previous chapters with a characterisation of the
different requirements and assumptions of the possible scenarios for ZKP appli-
cations. We show how the properties of each protocol and choice of framework
reflect on these requirements, and how this affects the choice of protocol for a
given use case type. We give our conclusions and describe the open ends of this
work in Chapter 10.



Chapter 2

Preliminaries

2.1 Variables and functions

We denote vectors and tuples in boldface, and components of vectors and tuples
with a subscript of the index. For example, x = (x1, . . . , xn) is a tuple of elements
and xi is the i-th component.

When writing multivariate functions, for the sake of notational simplicity we will
sometimes treat them as univariate functions having tuples as inputs. In notation,
if f : Xn → Y is a n-multivariate function, by letting x = (x1, . . . , xn) we will use
the following notation

f(x) := f(x1, . . . , xn)

We will use the notation x ||y to denote the concatenation of x and y. When
concatenating a scalar with a tuple, the scalar is to be intended as a 1-tuple, that
is

1 ||x = (1, x1, . . . , xn)

2.2 Probability

We use Pr [A] to express the probability of the event A.

When D is a probability distribution over a set S, we will use the notation x← D
to express the process of picking a random x ∈ S following the probability distri-
bution D. We will use U(S) to represent the uniform distribution over the set S.
We will use x← S as a shorthand for x← U(S).

When f is a function or an algorithm, we will use the notation x← f(a1, . . . , an)
to express the assignment to x of the output of f when evaluated on a1, . . . , an.

5
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While this notation overlaps with the notation for picking a random variable ac-
cording to a distribution, one can resolve this collision issue by understanding a
distribution D as an algorithm with output that follows the distribution D.

We will use the notation
x1 ← P1

x2 ← P2
...

xn ← Pn

: A(x1, x2, . . . , xn)


to express the event A instantiated with the variables x1, . . . , xn obtained as in
the (sequential top-to-bottom) process on the left. For example,{

x← Zp

y ← Zp
: x+ y = 0

}
expresses the event x+ y = 0 with x and y being uniformly sampled in Zp. When
writing the probability of an event defined with this notation, we will omit the
braces as follows:

Pr

[
x← Zp

y ← Zp
: x+ y = 0

]
=

1

p

2.3 Groups, finite fields and polynomials

In this work we use additive notation for groups unless explicitly stated. We use
uppercase letters G for groups and lowercase letters g for group elements.

We will denote with F a generic finite field and with Fp the finite field of cardinal-
ity p.

When G is a group of prime order p generated by g, given α ∈ Fp we use the
notation [α] as a shorthand for α · g.

While the elements of Fp can be both added and multiplied, their corresponding
elements through the map α 7→ [α] can only be added, and we will need bilinear
pairing to circumvent this issue. Formally, let G1, G2 and GT be groups1 of prime
order p. A bilinear pairing on G1, G2, GT is a function e : G1 × G2 → GT such
that

∀α, β ∈ Fp e([α]1, [β]2) = αβ · e([1]1, [1]2)
1In many works these groups are denoted with additive notation for G1, G2 and multiplicative
notation for GT . However, we chose to stick to additive notation for everything for sake of
consistency
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which is non-trivial and can be computed efficiently. Note that since e is non-trivial
and GT has order p, it follows that e([1]1, [1]2) is not the identity element hence
it is a generator of GT . If we define (a posteriori of the pairing) gT := e([1]1, [1]2)
then it trivially holds

e([α]1, [β]2) = [αβ]T

With these definitions, we can think of the computation of the bilinear pairing of
two elements as a kind of multiplication between them.

Given a field F, we will denote with F[x] the set of polynomials with coefficients in
F, with F≤d[x] the set of polynomials of degree at most d with coefficients in F, and
with F<d[x] the set of polynomials of degree strictly less than d with coefficients
in F.

Similarly, we denote with F[x1, . . . , xn] the set of multivariate polynomials with
coefficients in F in the variables x1, . . . , xn, and with F≤d[x1, . . . , xn] the set of
polynomials of degree at most d with coefficients in F in the variables x1, . . . , xn.

We will need to implement probabilistic checks on polynomials which follow from
the following remark and its multivariate version, the Schwartz-Zippel lemma.

Remark. For any polynomial f ∈ F≤d
p [x] and any subset S ⊂ Fp, if f ̸≡ 0 then it

holds

Pr
[
r ← S : f(r) = 0

]
≤ d

|S|
where r is sampled uniformly in S. Similarly, for any polynomials f, g ∈ F≤d

p [x]
and any subset S ⊂ Fp, if f ̸= g then it holds

Pr
[
r ← S : f(r) = g(r)

]
≤ d

|S|
This follows quickly from the fact that a polynomial f ∈ F≤d[x] has at most d
roots.

Lemma 2.3.1 (Schwartz-Zippel2). [19, 20] For any f ∈ F≤d
p [x1, . . . , xk] and any

subset S ⊂ Fp, if f ̸≡ 0 then it holds

Pr
[
r ← Sk : f(r) = 0

]
≤ d

|S|
where r1, . . . , rk are sampled uniformly in S. Similarly, for any polynomials f, g ∈
F≤d
p [x1, . . . , xk] and any subset S ⊂ Fp, if f ̸= g then it holds

Pr
[
r ← Sk : f(r) = g(r)

]
≤ d

|S|
2while this lemma is commonly known as the Schwartz-Zippel lemma, this result was indepen-
dently discovered a year prior by DeMillo and Lipton [18]
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We will use multilinear extensions of functions over {0, 1}n in order to be able
to perform polynomial checks over them. By multilinear polynomial we mean a
multivariate polynomial which is linear in each of its variables. We will use the
following definition and results.

Definition 2.3.1 (Multilinear extension). Given f : {0, 1}n → Fp, the multilinear

extension of f is the unique multilinear polynomial f̃ ∈ Fp[x1, . . . , xk] that verifies

∀x ∈ {0, 1}k f̃(x) = f(x)

Remark. It is trivial to check that the multilinear extension operator satisfies the
following properties

f̃ + g = f̃ + g̃

λ̃f = λf̃

f̃ = g̃ ⇐⇒ f = g

Remark. Note that for b,x ∈ {0, 1}k, it holds

(1− xi)(1− bi) + xibi =

{
1 if xi = bi

0 if xi ̸= bi

which is a linear polynomial in xi, so we can represent the indicator function 1b(x)
over {0, 1}k with a multilinear polynomial

∀x ∈ {0, 1}k
k∏

i=1

((1− xi)(1− bi) + xibi) = 1b(x) =

{
1 if x = b

0 if x ̸= b

Knowing this, we can obtain the multilinear extension of a function by interpola-
tion. Given f : {0, 1}k → Fp, its multilinear extension f̃ is the polynomial

f̃(x) :=
∑

b∈{0,1}k

[
f(b) ·

k∏
i=1

((1− xi)(1− bi) + xibi)

]

since ∀x ∈ {0, 1}k it holds

f̃(x) =
∑

b∈{0,1}k

[
f(b) ·

k∏
i=1

((1− xi)(1− bi) + xibi)

]
=

=
∑

b∈{0,1}k
f(b) · 1b(x) = f(x)



CHAPTER 2. PRELIMINARIES 9

Lemma 2.3.2 (Commutativity of multilinear extension operator with partial eval-
uations).
Let f(a, b) : {0, 1}k1 × {0, 1}k2 → Fp. For any fixed value b̄ ∈ {0, 1}k2, the mul-
tilinear extension operator commutes with the partial evaluation of f over b = b̄,
that is

∀b̄ ∈ {0, 1}k2 ∀a ∈ Fk1
p f̃(a, b̄) = f̃ |b=b̄(a)

Proof. For any fixed value of b̄ ∈ {0, 1}k2 , then for all a ∈ {0, 1}k1 it trivially

holds by definition that f̃(a, b̄) = f(a, b̄).

Similarly, for all a ∈ {0, 1}k1 it also holds that

f̃ |b=b̄(a) = f |b=b̄ (a) = f(a, b̄)

meaning that f̃(a, b̄) and f̃ |b=b̄(a) are multilinear polynomials in a which agree
on the hypercube {0, 1}k1 . The equality over Fk1

p follows from the uniqueness of
the multilinear extension.

By applying the Schwarz-Zippel lemma to multilinear extensions we get the fol-
lowing useful property, called distance-amplification of the multilinear extensions.
Informally, this property guarantees that functions which differ even by just one
element get extended to functions which differ on a much wider range of inputs,
effectively amplifying the distance between the two.

Lemma 2.3.3 (distance-amplifying property of the multilinear extension opera-
tor). For any functions f, g : {0, 1}k → Fp, if f ̸= g then

Pr
[
r ← Fk

p : f̃(r) = g̃(r)
]
≤ 1

p

By choosing a large p, the conversion to multilinear extension reduces significantly
the probability of collision of the two functions, especially so in cases where f and
g were constructed to collide on all except a few of the inputs.

We also use the following result, which shows that one can mask any random
variable X over a group G by adding to it a uniform variable Y . While the
proof of the following lemma is trivial (and true even in more general scenarios),
this is a crucial lemma that we will use to hide values which follow non-uniform
distributions (which might leak some kind of information) by the addition of some
uniform random noise which effectively makes the resulting value meaningless to
any kind of information retrieval, as it now follows a uniform distribution.

Lemma 2.3.4 (masking of random variables). Let G be a finite group and let X, Y
be random variables over G, such that Y is uniformly distributed and independent
from X, then X + Y has uniform distribution
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Proof. We will show that

∀g ∈ G Pr [g ← X + Y ] =
1

|G|

Indeed, for any g ∈ G it holds

Pr [g ← X + Y ] =
∑
h∈G

Pr [h← Y ∧ g ← X + Y ]

=
∑
h∈G

Pr [h← Y ∧ g − h← X]

=
∑
h∈G

Pr [h← Y ]Pr [g − h← X]

=
∑
h∈G

1

|G|
Pr [g − h← X]

=
1

|G|
∑
h∈G

Pr [g − h← X]

=
1

|G|
∑
h′∈G

Pr [h′ ← X]

=
1

|G|

where we used the independence of X and Y to split the probability, and used the
fact that h 7→ g − h gives a bijection of G

2.4 Cryptography

We use the abbreviation PPT to say that an algorithm is probabilistic and runs
in polynomial-time in the size of its inputs. We will use λ to denote the security
parameter. In general, any algorithm in a context where a security parameter λ
is defined implicitly receives as part of its inputs a string3 of length λ, so that the
algorithm is allowed to run at least in polynomial time with respect to λ.

Given two algorithms A and B, we note with AB to express that we allow A to
use B as a subroutine.

We say that a function f(x) : R+ → [0, 1] is negligible if it satisfies

∀c ∈ N ∃x̄ s.t. ∀x ≥ x̄ f(x) ≤ 1

xc

3usually denoted as 1λ to denote the concatenation of λ occurrences of “1”
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and we will use this notion as a benchmark for the probability of events which we
want to be “unlikely”. Informally, a function is negligible if it vanishes faster than
any inverse polynomial, such as the inverse of an exponential. We use negl(x) to
express some negligible function in x.

We say that the probability of an event A is negligible if it is negligible as a function
of the security parameter, that is

Pr [A] = negl(λ)

where the dependence of A on λ is left implicit. We say that the probability of an
event is overwhelming if the probability of the complementary event is negligible.
Note that negligible and overwhelming probabilities, while not carrying the same
certainty as respectively 0 and 1, are the most we can require from any reasonable
cryptographic system. Indeed, even the most secure cryptographic protocol will be
protected by some kind of secret key (which allows the honest user to participate
in the protocol and prevents an adversary to do the same), and any adversary has
some non-zero probability of correctly guessing the secret key.

We now define what we intend when we say that two distributions D0,D1 are indis-
tinguishable. Let A be a PPT challenger, that is a probabilistic polynomial-time
algorithm which takes in input a value x which was either obtained by distribution
D0 or distribution D1 and has to guess from which distribution it was obtained,
by outputting i = 0 or i = 1 expressing that it claims it was produced by Di.
Then, we say that two distributions D0,D1 are indistinguishable if for any PPT
challenger A, the challenger is unable to distinguish the distributions, that is

Pr
[
x← D0 : 0← A(x)

]
= Pr

[
x← D1 : 0← A(x)

]
A concept which we will use throughout the work is that of interactive machines.
This definition is possibly redundant, as the concept of interactive machines is
often clear enough to be left implicit, but we make it explicit to fix the notation
which we will use.

Definition 2.4.1 (Interactive machines). An interactive machine is an algorithm
A which takes as input some initial value x (potentially a tuple of values) and a list
of incoming messages (m1, . . . ,mk) belonging to an message space (left implicit),
and outputs a new message mk+1 ← A(x;m1, . . . ,mk).

When running a pair of interactive machines A,B on initial inputs x, y, we let A
generate the first message

a0 ← A(x)
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and then let A and B exchange messages sequentially

ai+1 ← A(x; a0, b0, . . . , ai, bi)
bi+1 ← B(y; a0, b0, . . . , ai, bi, ai+1)

Implicitly, we assume that the messages alphabet includes a special “terminating”
symbol ⊥ which terminates the interaction.

We note with
output← ⟨A(x),B(y)⟩

the process of running the interactive pair ⟨A,B⟩ on respective inputs x, y until it
terminates with last message output. When the interactive pair has a designated
terminator (A or B), we express this by saying that ⟨A,B⟩ terminates by A (resp.
B) outputting output.

Informally, by interactive machines we mean a pair of stateful parties which ex-
change messages one after the other following some kind of protocol.

Our goal is to study protocols which can verify the validity of statements such as
“the property P (x) is true” for some defined property P , where x is called the
input, or sometimes the statement itself. To do this, we take inspiration from
NP relations, which bind a statement x to a witness w which allows to efficiently
verify the validity of the statement.

Definition 2.4.2 (Relations). A relation R over values X and witnesses W is a
subset R ⊂ X×W of values (x,w) ∈ R together with a verifying boolean function

iR : X×W→ {0, 1}

such that iR(x,w) = 0 ⇐⇒ (x,w) ∈ R.

We will sometimes slightly abuse the notation, leaving implicit the function iR,
and write R(x,w) = 0 to say iR(x,w) = 0.

One should imagine a relation R as to be describing the validity of a certain
property P over some set X, meaning that for any x such that P (x) is true,
there should exist a valid witness w which testifies that P (x) is true, for example
an encoding of a proof of P (x). However, this intuition might become circular
reasoning as we will mostly consider properties defined by some function which in
practice plays the role of iR, such as

P (x) := “there exists an auxiliary value w such that f(x,w) = 0”

for some fixed function f .
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We will sometimes write x ∈ R to say that there exists a witness w such that
(x,w) ∈ R, saying that x is “valid”. Similarly, we will write x ̸∈ R to say that
there exists no witness w for x, and we say that x is “not valid”. Note that for
a given value x, there might be multiple witnesses w1,w2 such that (x,w1) ∈ R
and (x,w2) ∈ R.

In this context, an NP relation is a relation where the verifying function iR runs
in polynomial time of its inputs. For example, we might express the property
of “not being a prime number” as an NP relation, by considering an algorithm
which takes as input a number x and a claimed factorization w = (p1, . . . , pk) of
x, and checks whether the factorization w multiplies to x. Then, given a non-
prime number x we can have as a witness its factorization w = (p1, . . . , pk), which
the verifying algorithm accepts, so we consider it as “valid”. On the other side,
given a prime number x′, there exist no valid factorization for x′ so it is “not valid”.

In this work we will mostly consider relations which describe the satisfiability of
some constraint systems. A constraint system is a function f over some values
(a1, . . . , an),

4 and we say that the constraint system is satisfied if f(a1, . . . , an) = 0.
Then, given a partial input x := (a1, . . . , ak), we can define the property

P (x) := “∃w = (ak+1, . . . , an) s.t. f(x||w) = 0”

which gives the relation

R := {(x,w) | f(x||w) = 0}

where the valid values x are the values for which the constraint system can be
satisfied.

Ideally, when considering relations we would also want for it to be hard to decide
whether a given value x is valid without having access to any witness. However,
this is not required by the definition.

We list some standard families of cryptographic tools which we will need through-
out the work

Definition 2.4.3 (Commitment scheme). A commitment scheme is a protocol
composed of two algorithms Commit and Open with the following interface:

coma, open← Commit(a) : creates a commitment coma for the message a, to-
gether with any information open necessary for the opening step

4We leave implicit the codomain of f as it varies depending on the context.
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accept/reject← Verify(a, com, open) : checks whether the claimed commitment
com really corresponds to the message a.

which satisfy the correctness property, that is

∀a Pr
[
coma, open← Commit(a) : accept← Verify(a, coma, open)

]
= 1

where λ is the security parameter. Additionally, can satisfy the following properties

Hiding For any two messages a ̸= b, the distributions of Commit(a) and
Commit(b) are indistinguishable by any PPT adversary

Binding It must be hard to open coma to some message b ̸= a, meaning that
for any PPT adversary A it holds

Pr

 com, a, b,
opena, openb

← A() :
a ̸= b

accept← Verify(a, com, opena)
accept← Verify(b, com, openb)

 ≤ negl(λ)

The commitment scheme might additionally require a Setup algorithm which gen-
erates public parameters pp given as input to both Commit and Verify

We will use (variants of) commitment schemes in scenarios where, for example, we
require a party to successfully respond to a second party’s challenge: by commit-
ting the terms of the challenge before the challenge is issued, the party tasked to
respond cannot “change cards” which could make it trivial to respond successfully
to the challenge.

Note that the hiding property requires the Commit algorithm to be non-deterministic.

Finally, we define some standard assumptions and models which will be used in
the security proofs

Definition 2.4.4 (Discrete Logarithm assumption). For any security level λ, the
discrete logarithm assumption (DL) states that there are groups G of prime order
p with generator g such that it is hard to compute the discrete logarithm in G,
meaning that for any PPT adversary A and for any τ ∈ Fp, the adversary A
given access to [1] = g and [τ ] = τ · g cannot find τ except that with negligible
probability

Pr [τ ← A([1], [τ ])] ≤ negl(λ)

We note that elliptic curves are usually great candidates for groups on which the
discrete logarithm is indeed hard, and there exist multiple standardized elliptic
curve groups to choose from when implementing cryptographic applications.
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Under the discrete logarithm assumption, we can think of the map α 7→ [α] as a
sort of homomorphic commitment scheme. Indeed, it is binding (as for a cyclic
group of order p, given a commitment h ∈ G there exists exactly one α ∈ F∗

p

that can open to h) and while not hiding (since it is deterministic) it is at least
computationally hard to invert under the DL assumption. Additionally, it is
homomorphic in the sense that the commitment commutes with addition, that
is

∀α, β ∈ Fp [α + β] = [α] + [β]

∀α, β, γ ∈ Fp [γ] = [α] + [β] ⇐⇒ γ = α + β

Note that by using a bilinear pairing e : G1 × G2 → GT for groups G1, G2, G3 of
prime order p, we somewhat get an additional homomorphism property relative
to the multiplication in Fp. It is not true that the map α 7→ [α]i commutes with
multiplication as there is no meaning to the product of the two group elements
[α]1 and [β]1, but we can use a pairing to work around this limitation. Indeed, if
g1 = [1]1 and g2 = [1]2 are generators of G1 and G2 respectively, then it holds

∀α, β, γ, δ ∈ Fp e([α]1, [β]2) = e([γ]1, [δ]2) ⇐⇒ αβ = γδ

which gives us some way to check identities on products of elements of Fp through
the committed values.

An extremely common type of commitment scheme which holds under the Discrete
Logarithm assumption is the Pedersen commitment [21].

Definition 2.4.5 (Pedersen commitment). Let G be a cyclic group of order p
such that the Discrete Logarithm assumption holds. Let g, h ∈ G be two distinct
generators of G. The Pedersen commitment scheme for messages in Fp is defined
as follows

coma, open← Commit(a) :

1. sample s← Fp

2. return coma := a · g + s · h, open := s

accept/reject← Verify(a, com, open) :

1. if a · g + open · h ?
= com

2. return accept

3. else

4. return reject
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The proof of hiding and binding of this protocol is simple, and we give an intu-
ition: for the hiding property, s · h has uniform distribution over G meaning that
using Lemma 2.3.4 the output of Commit also has uniform distribution over G
independently of the committed value; for the binding property, if an adversary
could open to com, a, b, sa, sb such that the verify checks pass, then a−b

sb−sa
is the

discrete logarithm of h in base g meaning the adversary can win at the discrete
logarithm which by assumption happens with negligible probability.

Note that while the Pedersen commitment is not exactly homomorphic in the
same sense as the simple map α 7→ [α], it has an homomorphic property. If
coma, comb, comc where honestly computed and the values satisfy a + b = c, then
the committer can prove that they correspond to values which satisfy a + b = c
without opening any commitment. If sa, sb and sc are the random salts sampled
for the respective commitments, then the committer can send sc − (sa + sb) and
the receiver can check that

comc
?
= coma + comb + (sc − (sa + sb)) · h

which should convince the receiver that the values behind the commitment do
indeed satisfy the claimed relation (or otherwise the committer was able to solve
the discrete logarithm as in the proof of the binding property).

We also give a batched version of the discrete logarithm assumption

Definition 2.4.6 (q-DLOG). For any integer q and any security level λ, the
q-DLOG assumption states that there are groups G1, G2 of prime order p with
respective generators g1, g2 such that, for any PPT adversary A and any exponent
τ ∈ F∗

p, the adversary A given access to

[1]1 = g1, [τ ]1, . . . , [τ
q]1, [1]2 = g2, [τ ]2, . . . [τ

q]2

cannot find τ except that with negligible probability

Pr [τ ← A([1]1, [τ ]1, . . . , [τ q]1, [1]2, [τ ]2, . . . [τ q]2)] ≤ negl(λ)

Definition 2.4.7 (q-Strong Bilinear Diffie-Hellman [22]). For any integer q and
any security level λ, the q-Strong Bilinear Diffie-Hellman (q-SBDH) assumption
states that there is a group G of prime order p with generator g and a pairing
e : G×G→ GT for some group GT such that for any PPT adversary A and any
exponent τ ∈ F∗

p, the adversary A given access to [1], [τ ], . . . , [τ q] cannot compute[
1

τ−u

]
T
:= 1

τ−u
· e(g, g) for any u ∈ Fp \ {τ}.

Pr

[
u,

[
1

τ − u

]
T

← A([1], [τ ], . . . , [τ q])
]
≤ negl(λ)
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Notice that the assumptios we just defined are in increasing order of strength, that
is

q-SBDH =⇒ q-DLOG =⇒ DL

meaning that it might be the case that the DL assumption holds while the q-SBDH
does not. For this reason, a stronger assumption is worse security-wise, while a
weaker assumption is better. At the same time, it is easier to prove the security
of a protocol using a stronger assumption than it is with a weaker assumption.

As for the models, first we note that we suppose to work in the Structured Ref-
erence String model (SRS), that is we suppose that one can generate a string
srs that is structured, which in our case means composed of encodings of group
elements, which each party of the described protocols has access to5. The srs will
usually be the public parameters generated in the setup step.

Some protocols will require the Random Oracle Model (ROM), which assumes
that hash functions behave like random (but deterministic) functions. This is an
extremely widespread standard model for cryptographic protocols and has been
well tested.

Additionally, some of the security proofs will require the Algebraic Group Model
(AGM) [23], which restricts the ability of any adversary of producing arbitrary
group elements.

Definition 2.4.8 (Algebraic Group Model). Let G1, G2 be groups, and let srs =
(srs1, srs2) where srsi is composed of elements of the group Gi. In the Algebraic
Group Model (AGM), any adversary A which outputs an element h of the group
Gi must also output a vector v such that

h = ⟨v, srsi⟩ =
∑
j

vj · srsi,j

The sense of the AGM is that we restrict the security analysis by considering
only algebraic adversaries, that is adversaries able to generate group elements
only by a linear combination of the elements they are given (notice that the srs
will usually include [1]1 and [1]2 so these combination can be thought of affine
combinations of the other elements, which also allows the adversary to potentially
produce arbitrary elements based on the generator). This is weaker (hence better)
assumption than the Generic Group Model which treats the groups as black-boxes
which the adversary cannot inspect and only use to query evaluations of the group
operation.

5This means, for example, that we are ignoring potential man-in-the-middle attacks as they can
obviated with other well-studied methods.



Chapter 3

Introduction to Zero-knowledge
proofs

The first goal of this work is to analyse and compare zero-knowledge proof sys-
tems. Zero-knowledge proofs (ZKP) are a type of probabilistic proofs, which are
a proof system where the “proof” should not be interpreted in the mathematical
sense, rather an argument or a response to a challenge that should be hard to pass
if the claimed statement was false. This makes a probabilistic proof convincing
up to a certain probability, which can be hopefully made be arbitrarily close to 1.

The type of statements which we will consider for the proofs are statement of
satisfiability of constraint system. A constraint system over variables z1, . . . , zn, in
its most generic form, is some function f(z1, . . . , zn), and we say that the constraint
system is satisfied if it holds

f(z1, . . . , zn) = 0

and we express the constraint system as

f(z1, . . . , zn)
?
= 0

Constraint systems are extremely powerful tools which can be used to express
any kind of computation, and we will focus on constraint systems deriving from
arithmetic circuits, or systems which are equivalent to these.

3.1 Proof systems

3.1.1 Zero-knowledge proofs

We start by giving the definition of interactive proofs.

18
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Definition 3.1.1 (Interactive proof). Let R be a relation and let λ be a security
parameter. An interactive proof for R (with security parameter λ) is a pair of
interactive machines composed of a prover P and a PPT verifier V, where the
interaction terminates by V returning either accept or reject, which satisfy the
following properties:

Correctness For any valid value (x,w) ∈ R, V always accepts the validity of
x, that is

∀(x,w) ∈ R Pr [accept← ⟨P(x,w),V(x)⟩] = 1 (3.1)

Soundness For any adversary P∗, and invalid value x ̸∈ R, the verifier V
rejects with overwhelming probability

∀P∗, ∀x ̸∈ R Pr [accept← ⟨P∗(x),V(x)⟩] ≤ negl(λ) (3.2)

The prover P and the verifier V may additionally take as input some parameters
generated by a setup algorithm.

The intuition behind this concept is that we have to imagine the prover making
some initial claim, to which the verifier sends one or multiple challenges to which
the prover should be able to reply successfully only if x ∈ R. The fact that the
prover was able to pass the challenges convinces the verifier that x ∈ R, up to the
soundness error.

Note that we do not assume the prover P to be computationally constrained. Ad-
ditionally, some authors discriminate further and use the term “interactive proof”
when referring to protocols in which Soundness holds even for unconstrained ad-
versaries, while using the term “interactive argument” when Soundness holds only
for polynomial-time adversaries. However, this distinction is not exactly a stan-
dard, and we will not use it.

While interactive proofs already offer interesting properties, we will focus on a
specific type of interactive proofs, namely zero-knowledge proofs of knowledge
(ZKP). The goal of this type of proof is to provide two guarantees:

• On the prover side, P might want to convince V of the validity of x while
revealing no information about w. To achieve this, we want the protocol
to satisfy an additional property which shows that the interaction leaks no
information about w.

• On the verifier side, the soundness property only guarantees (with high prob-
ability) that a valid witness w for the value x exists, while making no claim
on whether the prover actually knows the valid w. We want an additional
property which guarantees that a prover which can convince an honest ver-
ifier must necessarily “know” a valid witness.
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This goal is clearly complicated, as the concepts of “leaking information” and
“knowing information” are not well defined. We now give an intuition on how we
can reflect these concepts into mathematically definable properties.

One way to express that the transcript of the interaction does not leak any kind
of information on the witness w is to say that the transcript is completely inde-
pendent from the witness w. To express this property, we imagine a simulator
which, without knowledge of w, produces outputs that look like a transcript of a
real execution. If the simulator is able to produce an output distribution that is
indistinguishable from the distribution of transcripts of real executions, then for
a given adversary, obtaining real transcripts is equivalent to obtaining transcripts
from the simulator distribution, and the latter cannot possibly leak any informa-
tion on w since they were created without having w as input.

As stated right now, the simulator would prove no leakage only against eaves-
dropper adversaries which obtain transcripts of honest executions. While this is
certainly an improvement, we would like to be able to prove that the protocol leaks
no information even when the adversary is a malicious or even honest-but-curious
verifier taking part in the execution. To obtain this, we should make the simu-
lator produce a distribution of transcripts indistinguishable from the transcripts
of executions with the adversary verifier, for which we need to give the simulator
access to the specific adversary, for example to be able to at least reproduce its
distribution of challenges.

As for the knowledge aspect, we need to define what it means to “know” some-
thing. For starters, we can say with confidence that if a party (honest prover or
adversary) recieves some value z as input, then it “knows” z. Additionally, while
it might be hard to decide whether a party knows or not some value z′ not given
as part of its inputs, it is easier to express that the given party has the means to
know z

′ if they wanted to: for example, if there exist a publicly known efficient
algorithm to obtain z′ from z, then any party that knows z from its inputs than
has the means to also know the value z′.

This is the approach used to define the property of “knowing” a valid witness:
suppose we have a party that, without receiving the witness for a value x as part
of its inputs, is able to convince a verifier of the validity of x; if we are able to
exhibit an algorithm that can produce a valid witness from the behaviour of said
party (basically extracting the witness from it), then said party would have the
means to know a valid witness. In this sense, that party “knows” a valid witness.

We formalize these concepts in the following definitions.
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Definition 3.1.2 (Zero-knowledge proof, proof of knowledge). We say that an
interactive proof is a zero-knowledge proof if it satisfies the following property:

Zero-knowledge For any adversary V∗ there exists a PPT algorithm S called
simulator such that for any (x,w) ∈ R, SV∗

produces an output distri-
bution which is indistinguishable from the distribution of the transcript of
⟨P(x,w),V∗(x)⟩

We say that an interactive proof is a proof of knowledge if it satisfies a stronger
version of the soundness property, namely:

Knowledge-soundness For any adversary P∗ there exists a PPT algorithm E
called extractor such that for any value x, either P∗ fails to fool the verifier
V or the extractor is able to extract a valid witness for x, except that with
negligible probability.

Pr

[
w← EP∗

(x) :
accept← ⟨P∗(x),V(x)⟩

∧ (x,w) ̸∈ R

]
≤ negl(λ) (3.3)

Finally, we say that an interactive proof is a zero-knowledge proof of knowledge if
it satisfies both zero-knowledge and knowledge-soundness.

Zero-knowledge proofs of knowledge are extremely powerful tools for in contexts
where privacy is crucial. For example, consider a situation where a user wants to
convince a provider of their identity. The naive way would be to have the user
send their credentials to the provider, however this would put the user at risk in
case the provider turned out to be malicious (or the connection was insecure). A
better implementation would be to use a zero-knowledge proof of knowledge pro-
tocol where the witness w is composed of the credentials of the user: in this case,
the user has the guarantee that even when interacting when malicious providers
no information is leaked from their credentials, and the provider has the guarantee
that (with overwhelming probability) any user which can convince knowing the
credentials really does know the credentials.

3.1.2 Non-interactive proofs

One of the main restrictions of ZKPs in the current definition is that the verifier
is designated, in the sense that only the verifier which actually took part in the
execution of the protocol can verify the proof given by the prover. More pre-
cisely, the reason why the verifier is convinced at the end of the protocol is that
the prover was able to successfully respond to its randomly generated challenges,
while to any third-party the challenges of the verifier might as well be maliciously
crafted, so the inspection of the transcript without any interaction has no reason
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to convince the third-party of anything.

To solve this issue we define a new feature which a given ZKP system can sat-
isfy: we would like the protocol to be non-interactive, in the sense that messages
should only flow from P to V and not both ways. This way, any party receiving
the messages of the prover can play the role of the verifier, and be convinced of
the prover’s claim.

We give the following definition for a non-interactive zero-knowledge proof of
knowledge, which are sometimes referred to as NIZK proofs in the literature.

Definition 3.1.3 (Non-interactive zero-knowledge proof of knowledge, NIZK).
Let R be a relation and let λ be a security parameter. A non-interactive zero-
knowledge proof of knowledge is an interactive protocol composed of the following
interface:

pp← Setup() : a setup function generating public parameters pp.

π ← Prove(p,x,w) : the algorithm run by the prover to produce a proof π sent
to the verifier

accept/reject← Verify(pp,x, π) : the check run by the verifier to test the validity
of the proof

which satisfy correctness, zero-knowledge and knowledge-soundness defined as fol-
lows:

Correctness For any valid value (x,w) ∈ R, Verify always accepts a correctly
computed proof, that is

∀(x,w)∈R Pr

[
pp← Setup()

π ← Prove(pp,x,w)
: accept← Verify(pp,x, π)

]
=1 (3.4)

Zero-knowledge There exists a PPT algorithm Sim called simulator such that
for any (x,w) ∈ R, Sim produces an output distribution which is indistin-
guishable from the distribution of the proofs honestly generated by Prove, that
is for any challenger A which tries to distinguish between proofs generated
by Sim and proofs generated by Prove, and for any (x,w) ∈ R it holds

Pr
[
pp, π ← Sim(x) : 0← A(pp,x, π)

]
= Pr

[
pp← Setup()

π ← Prove(pp,x,w)
: 0← A(pp,x, π)

]
(3.5)
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Knowledge-soundness For any adversary P∗ there exists a PPT algorithm
E called extractor such that for any value x, either P∗ fails to pass the check
Verify or the extractor is able to extract a valid witness for x, except that
with negligible probability.

Pr

 pp← Setup()
π ← P∗(pp,x)
w← EP∗

(pp,x)
:
accept← Verify(pp,x, π)

∧ (x,w) ̸∈ R

 ≤ negl(λ) (3.6)

At this point one might rightfully wonder why should a non-interactive proof
convince a verifier of anything, since we argued that the convincing part of an
interactive proof is the ability to successfully respond to a challenge issued by the
verifier. The idea is that the prover is now responding to a challenge prescribed
by the Setup step: as an example which will make more sense later, the prover
might have to evaluate some polynomials at a random point chosen in the Setup
step. This approach, however, is open to trust issues: the verifier will find the
proof convincing only if they can trust the source of the challenge. Notice that
while we have been explicit about definition of the properties of non-interactive
proofs, as well as how these proofs should be created and verified, we have not yet
discussed by who and how should the Setup step be run. Indeed, different protocols
have different requirements on the Setup procedure, for example requiring that it
should be run by a trusted third party, or allowing the setup to be run by any
party. There are three main types of setup procedures in the current landscape
of non-interactive proofs: trusted setup, universal trusted setup and transparent
setup.

Definition 3.1.4 (Trusted, Universal, Transparent). A Setup procedure is trusted
if it requires to be run by a trusted third party. A Setup procedure is transparent
if it can be run by any party. Additionally, a trusted setup can be universal, if it
can be divided in two sub-procedures S1 and S2 such that

pp1 ← S1() pp← S2(R, pp1)

where the first sub-procedure S1 is the only part which requires a trusted third
party and is not relation-specific, while the second sub-procedure specializes the
public parameters to the given relation and is not trusted, meaning that it can be
run by any party.

Universal trusted setups are also sometimes called updatable trusted setups.

3.1.3 Succinctness and zkSNARKs

An important issue for non-interactive zero-knowledge proofs of knowledge is ef-
ficiency. Indeed, it is easy to define protocols which are correct and sound in



CHAPTER 3. INTRODUCTION TO ZERO-KNOWLEDGE PROOFS 24

theory, but computationally prohibitive in practice. As a baseline for feasibility
of a protocol we require that the size of the proof and the running time of the
verifier should be limited, at least sublinear in the size of the given statement, and
we call this property succinctness.

Before giving the formal definition of succinctness, we introduce a small abuse of
notation by denoting the “size” of the relation with |R| whenever it makes sense.
For example: if R is defined by a circuit C (as discussed more in depth in the
following section), we denote by |R| the size of the circuit |C|; if R is a generic
NP relation, we can think of |R| as the running time of the verification algorithm
for the relation, which is itself polynomial in |x| and |w|.

Definition 3.1.5 (zero-knowledge Succinct Non-interactive Argument of Knowl-
edge, zkSNARK). Let R be a relation and let λ be a security parameter. A non-
interactive zero-knowledge proof of knowledge composed of algorithms:

pp← Setup()

π ← Prove(pp,x,w)

accept/reject← Verify(pp,x, π)

is a zero-knowledge Succinct Non-interactive ARgument of Knowledge (zkSNARK)
if the size of the proof π and the running time of Verify are sublinear6 in the size
of the input |x|, in the size of the witness |w|, and in |R|.

We note that the requirements for zero-knowledge, knowledge-soundness and suc-
cinctness are independent from each other, and for this reason some literature
focuses only on SNARKs which do not satisfy necessarily the zero-knowledge prop-
erty.

3.2 Circuits and constraint systems

We have defined zero-knowledge proofs of knowledge and zkSNARKs for generic
relations. In order to apply these constructions to concrete problems, we need to
define the concrete problems into relations. Our main focus will be on arithmetic
circuits, however many zkSNARKs work on equivalent constraints, namely Rank-1
Constraint Systems (R1CS) and Quadratic Arithmetic Programming (QAP).

6Some authors specify different requirements for succinctness, with common choices being con-
stant size, polylogarithmic size and sublinear size. We consider a sublinear requirement and
discuss later on the results of different protocols
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3.2.1 Arithmetic Circuits

An arithmetic circuit is a way to formalize some kind of arithmetic computation.
In general, a circuit C is a directed acyclic graphs meant to represent the compu-
tation. In this context, we call wire any edge of the graph, input nodes the source
vertices of the graph, output nodes the sink vertices and gate any other vertex.

When talking about a gate, the fan-in number is the number of incoming wires
that it expects, and the fan-out number is the number of outgoing wires from the
gate. We say that the size of a circuit, denoted by |C|, is the number of total nodes
in the circuit.

Definition 3.2.1 (Arithmetic circuit). An arithmetic circuit over a field F is a
circuit C where the inputs and outputs are elements of F and the gates are addition
or multiplication gates over F with a fan-in of 2 and unbounded fan-out.

If one thinks an arithmetic circuit with k inputs and m outputs as a function
from Fn to Fm, it is trivial to show that the set of functions representable by an
arithmetic circuit is the set of functions of the form

z 7−→ (p1(z), . . . , pm(z))

where z = (z1, . . . , zn) ∈ Fn and each pi is a polynomial pi ∈ F[x1, . . . , xn].

We can give additional structure to a circuit by giving it a layering, defined as
follows.

Definition 3.2.2 (Layered circuit). A layer circuit of depth D is a circuit where
the set of nodes is partitioned into D + 1 subsets such that for every layer i =
0, . . . , D and every gate in the i-th layer, every incoming wire of the gate comes
from a gate in layer i + 1 and every outgoing wire of the gate goes to a gate in
layer i − 1. With this convention, layer 0 is the layer of outputs and layer D is
the layer of inputs7

Arithmetic circuits can be used to express a wide variety of operations, many of
which have a natural representation as a layered circuit with repeating sub-blocks
which iterate multiple times, such as many families of hash functions. We note
that, while circuits are directed and acyclic hence have a natural ordering on the
nodes, not every circuit admits a layering by default. This can be done by adding
“dummy” gates which behave like the identity function, to pass an earlier value

7This choice of notation gives a bottom-up representation of the circuit, instead of a top-down
representation. While this notation might be a bit counter-intuitive, it is the notation used
by the protocols we will analyse [24, 25, 6], as it does simplify the description of the recursive
process used by these protocols.
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down the layers, though this comes at a cost of additional gates. We will see that
the computational cost and sizes of the protocols will heavily depend on the num-
ber of gates. To give an example of sizes, the sha256 hash function (the de-facto
standard hash function currently in use for most applications) can be represented
as a boolean circuit, which can be thought8 as an arithmetic circuit over F2, with
116245 gates [26].

Circuits can be thought of as constraint systems when constraining the evaluation
to some fixed value. More precisely, let C be a circuit with inputs (z1, . . . , zn),
then we can define a natural constraint system given by

C(z1, . . . , zn)
?
= 0

where the right-hand side should be interpreted as the 0 = (0, . . . , 0) if C has
multiple outputs9.

In the contexts we are interested in, circuits usually have a part of public inputs,
which give information about the claimed statement, and private inputs, which
are necessary to check that the statement is true. For example, suppose that a
prover P wants to convince a verifier V that they know a valid sha256 preimage
for a public hash result. We might consider a circuit C which takes as input public
values representing an sha256 result, and private values representing the claimed
preimage, then computes the sha256 of the given claimed preimage and compares
it to the given result.

Up to reordering, we will always suppose that the inputs of the circuit are parti-
tioned in a first set of public inputs x = (z1, . . . , zk) and a remaining set of private
inputs w = (zk+1, . . . , zn). Additionally, we will always suppose that circuits take
a special input fixed to the value z0 := 1 , in order to allow constants in the body
of the circuit. With this division of the inputs, we will write C(x,w) as a nicer
notation for C(1 ||x ||w). We can define a relation for the circuit satisfiability as
follows

R := {(x,w) ∈ Fk × Fn−k | C(x,w) = 0}

For these types of relations, we let |R| be the size of the circuit |C|, meaning that
the size and time constraint for a zkSNARK must be sublinear in |C|.

8The only technical difference is that in a boolean circuit we expect to use AND and XOR, which
behave respectively as multiplication and addition over F2, as well as the unary INV gates. To
fix this, we can suppose that boolean gates always have a fixed input node with value 1, with
which we can write the INV using a XOR gate wired to the 1 input.

9A more flexible system would let the right-hand side be any arbitrary fixed value. However, up
to adding an additional layer before the output which subtracts the intended result, the two
systems are equivalent
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3.2.2 Rank-1 Constraint Systems

While arithmetic circuits are extremely versatile and expressive, many zkSNARKs
use a different, and in certain aspects simpler, constraint system, called Rank-1
Constraint System (R1CS). R1CSs reduce much of the description complexity of
a circuit, and are used as an internal middleware by basically any library used to
implement zkSNARK proof systems.

Definition 3.2.3 (Rank-1 Constraint System). A Rank-1 Constraint System (R1CS)
is a set of equations depending on input values

z = (z0 := 1, z1, . . . , zn)

and coefficients ai,j, bi,j, ci,j for i = 0, . . . , n and j = 1, . . . ,m of the form

for j = 1, . . . ,m
n∑

i=0

ai,jzi ·
n∑

i=0

bi,jzi
?
=

n∑
i=0

ci,jzi (3.7)

R1CSs are usually represented in matrix form as

Az ◦Bz
?
= Cz (3.8)

for matrices A,B,C ∈ Fm×(n+1), where ◦ represents the Hadamard product (element-
wise product).

Similarly to what we had with arithmetic circuits, the convention of fixing the
first value z0 = 1 allows to write affine combinations of the input values, instead
of just linear combinations, while allowing the succinct matrix notation.

By dividing the inputs into a set of public inputs x = (z1, . . . , zk) and private
inputs w = (zk+1, . . . , zn) we can define a relation for the satisfiability of a R1CS
in the same fashion as the circuit satisfiability, as follows

R := {(x,w) ∈ Fk × Fn−k | Az ◦Bz = Cz, z := x ||w}

We note that while composed of different types of constraint, arithmetic circuits
and R1CS are equivalent in the sense that one can transform one into the other
such that the satisfiability relation of the original and the satisfiability relation of
the result always agree on the validity of any input x. That is to say, if R1 is
the satisfiability relation for the original system (circuit or R1CS) and R2 is the
satisfiability relation of the transformed system (R1CS or circuit), then it holds

∀x x ∈ R1 ⇐⇒ x ∈ R2

Note that we do not require that the value x should have the same witness both
for R1 and R2, as the conversion from one system to the other might (and will, in
one direction) require to create additional values that encode internal states, and
because of this will have to make part of the witness.
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Theorem 3.2.1 (Equivalence of circuit satisfiability and R1CS satisfiability).
Given a R1CS over F with public inputs (z1, . . . , zk) and private inputs (zk+1, . . . , zn),
there exists an arithmetic circuit C over F such that, by letting RR1CS be the sat-
isfiability relation for the R1CS and RC be the satisfiability relation for C, it holds

∀x ∈ Fk
x ∈ RR1CS ⇐⇒ x ∈ RC

Viceversa, given an arithmetic circuit C over F with public inputs (z1, . . . , zk) and
private inputs (zk+1, . . . , zn), there exists a R1CS over F such that, by letting RC
be the satisfiability relation for C and RR1CS be the satisfiability relation for the
R1CS, it holds

∀x ∈ Fk
x ∈ RC ⇐⇒ x ∈ RR1CS

Proof. We start with the proof of the first claim, which is trivial. By focusing on
each row j of the R1CS, we can write the constraint as

n∑
i=0

ai,jzi ·
n∑

i=0

bi,jzi −
n∑

i=0

ci,jzi
?
= 0

The left-hand side of the constraint is a polynomial pj ∈ F[z1, . . . , zn] (recalling
that by convention z0 := 1) with the property that pj(z) = 0 if and only if the
j-th row of the R1CS is satisfied. We can represent the multi-function (p1, . . . , pm)
as an arithmetic circuit C. It is then clear that for a given z ∈ Fn then

C(z) = 0 ⇐⇒ Az ◦Bz − Cz

hence (independently from how the inputs are divided in public and private)RR1CS

and RC are the exact same relation.

The proof of the second claim is a bit more complicated. To better understand
the idea behind the proof, we start by considering the following toy example10

z1 z2

× ×

+

o1

10Note that we said that by convention, the first input of an arithmetic circuit is always the
fixed value a0 := 1. We omit it in the description of this circuit as it is an unused input, but
it will come back when converting to an R1CS.
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which represents the constraint z21 + z22 = 0. While this constraint cannot be
directly represented as a R1CS, we can add auxiliary variables z3, z4 and z5 cor-
responding to each of the internal gates. Then, we can transform the original
constraint into the following set of constraints

z1 · z1 = z3

z2 · z2 = z4

z3 + z4 = z5

z5 = 0

which can be represented as a R1CS as follows11


0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 1 0
0 0 0 0 0 1



1
z1
z2
z3
z4
z5

 ◦

0 1 0 0 0 0
0 0 1 0 0 0
1 0 0 0 0 0
1 0 0 0 0 0



1
z1
z2
z3
z4
z5


?
=


0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1
0 0 0 0 0 0



1
z1
z2
z3
z4
z5


This gives a recipe for transforming an arithmetic circuit constraint into a R1CS.
We start with an empty R1CS and by defining auxiliary variables zn+1, . . . , zn+t

one for each gate of the circuit. Then for each gate, corresponding to some variable
zi, we add a row to the R1CS as follows

• if the current gate is a multiplication gate with inputs zil , zir , we add a row
to A with a 1 in the il-th entry, a row to B with a 1 in the ir-th entry, and
a row to C with a 1 in the i-th entry

• if the current gate is an addition gate with inputs zil , zir , we add a row to A
with ones in the il-th and ir-th entry, a row to B with a 1 in the 0-th entry,
and a row to C with a 1 in the i-th entry

Finally, for each output coming from some gate zi we add a row to A with a 1 in
the i-th entry, a row to B with a 1 in the 0-th entry, and and empty row to C,
asserting that zi evaluates to 0.

The resulting R1CS takes as input values z1, . . . , zn, zn+1, . . . , zn+t, which is not the
same input space as the original circuit C. If the inputs of C are divided in public
inputs x = (z1, . . . , zk) and private inputs w = (zk+1, . . . , zn), then we consider
for our R1CS the division of inputs given by public inputs x = (z1, . . . , zk) and

11note that for the sake of simplicity, we omitted the conventional “1” as initial input both for
the circuit as well as the R1CS
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private inputs w̃ = (zk+1, . . . , zn, zn+1, . . . , zn+t). By construction, then, it holds

x ∈ RC ⇐⇒ ∃w ∈ Fn−k s.t. C(x,w) = 0

⇐⇒ ∃w ∈ Fn−k, ∃(zn+1, . . . zn+t) ∈ Ft s.t. C(x,w) = 0

and the gates of C(x,w) evaluate to (zn+1, . . . zn+t)

⇐⇒ ∃w̃ ∈ Fn−k+t s.t Az ◦Bz = Cz where z = 1||x||w̃
⇐⇒ x ∈ RR1CS

The process we followed in the end of the proof is called an arithmetization, that is
the encoding of a computation into an algebraic constraint, which is more suitable
for the types of probabilistic proofs we are studying.

There are a few points worth mentioning that arise from proof of the theorem.
First of all, we notice that the number of private inputs, hence the size of the
witness of our relation, increased by the number of gates12 of the circuit. This
not only has implications on the computational costs on the protocol, but also
implies that a prover P with a witness w for a value x for the circuit satisfiability
cannot use directly the same witness w for the same value in the R1CS satisfiabil-
ity. Indeed, the prover has to compute the “extended” witness by evaluating the
circuit and retrieving the value of each gate to obtain the values of the auxiliary
variables. This is what happens under the hood when libraries such as snarkjs or
ZoKrates run the “generation of the witness” step.

Additionally, we notice that the matrices of the resulting R1CS are sparse, which
is not necessarily the case for any given R1CS. We point this out as the density of
the matrices will become relevant in the comparison of some of the protocols we
will see.

3.2.3 Quadratic Arithmetic Programs

Quadratic Arithmetic Programs (QAP) are a different, possibly more efficient,
type of arithmetization for arithmetic circuits. They were proposed by Gennaro
et al. in 2013 [27] and they resembles R1CS in the form, but instead of working
with multiple equation checks expressed in matrix form, they work with polyno-
mials. Some protocols such as the Groth16 analysed later are defined over QAP
relations rather than R1CS relations, as it is usually easier to perform checks over
polynomials.

12Note that while the process used in the proof does indeed add as many inputs as the number
of gates, when actually converting a circuit into a R1CS some tricks can be used to reduce the
number of necessary auxiliary variables
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Definition 3.2.4 (Quadratic Arithmetic Program). Let F be a field. Let r1, . . . , rm ∈
F be distinct points and let t(x) =

∏m
j=1(x − rj) be the vanishing polynomial

over {r1, . . . , rm}, which we will call the target polynomial. For i = 0, . . . , n, let
ui, vi, wi ∈ F<m[x]. Finally, let z0 := 1, z1, . . . , zn be inputs in F.

A Quadratic Arithmetic Program (QAP) is an equation of the form

n∑
i=0

ziui(x) ·
n∑

i=0

zivi(x)
?
=

n∑
i=0

ziwi(x) mod t(x) (3.9)

The equation (3.9) can equivalently be expressed in the following form

∃q ∈ F≤m−2[x] s.t.
n∑

i=0

ziui(x) ·
n∑

i=0

zivi(x)
?
=

n∑
i=0

ziwi(x) + q(x)t(x) (3.10)

or as

for j = 1, . . . ,m
n∑

i=0

ziui(rj) ·
n∑

i=0

zivi(rj)
?
=

n∑
i=0

ziwi(rj) (3.11)

where for this last equivalence we used the fact that if t(x) is a vanishing polyno-
mial over a set, then any polynomial is identically null modulo t(x) if and only if
it vanishes on the same set.

In practice, the vanishing set is almost always taken to be the set of the m-
th roots of unity {ω, ω2, . . . , ωm} as it results in more efficient interpolations at
computation time13. The resulting target polynomial is t(x) = xm − 1. We will
stick to this choice of target polynomial and vanishing set.

Theorem 3.2.2 (Conversion of R1CS to QAP). Given a R1CS over F with public
inputs (z1, . . . , zk) and private inputs (zk+1, . . . , zn), there exists a QAP over F such
that, by letting RR1CS be the satisfiability relation for the R1CS and RQAP be the
satisfiability relation for the QAP, it holds

∀x ∈ Fk
x ∈ RR1CS ⇐⇒ RQAP

Viceversa, given a QAP over F with public inputs (z1, . . . , zk) and private inputs
(zk+1, . . . , zn), there exists a R1CS over F such that, by letting RQAP be the satisfi-
ability relation for the QAP and RR1CS be the satisfiability relation for the R1CS,
it holds

∀x ∈ Fk
x ∈ RQAP ⇐⇒ RR1CS

13Of course, in order to be able to take this choice one should require that the m-th root of
unity exists inside the field ω ∈ F. However, as we will see later, we are usually not targeting
a specific m rather a “large enough” valid m, which simplifies the requirement. Additionally,
there are a list of standardized fields commonly used for cryptographically applications which
satisfy these requirements from which one can choose to instantiate a protocol.
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Proof. The proof is straightforward. To construct an equivalent QAP from a
R1CS, we define the polynomials ui, vi and wi by interpolation on the columns of
the matrices A,B and C that define the R1CS, as follows

ui(ω
j) := ai,j

vi(ω
j) := bi,j

wi(ω
j) := ci,j

for
i = 0, . . . , n
j = 0, . . . ,m

With these choice of polynomials the equivalent formulation of the QAP constraint
in Eq. 3.11 becomes precisely the R1CS constraint in Eq. 3.7, which means they
have the same satisfiability relations RR1CS = RQAP.

For the second claim, it suffices to construct matrices where the coefficients are
the evaluations of the polynomials ui, vi and wi at the points ωj.

The advantage of QAP over R1CS is that, as we will see later, some components
of probabilistic proofs work especially well with polynomials.
We will now show a particular type of arithmetization from a circuit to a QAP14

which ends up being particularly efficient as it only scales in the number of mul-
tiplication gates of the circuit, instead of the total number of gates of the circuit,
and is the approach used in many implementations of zkSNARK systems that
reply on Groth16 which will be presented later on. This particular arithmetization
is the reason why additions are said to be “free” in Groth16.

Theorem 3.2.3. There exists an efficient arithmetization from arithmetic circuits
to QAP such that the number of additional auxiliary private inputs depends only
on the number of multiplication gates of the circuit

Proof. Let C be an arithmetic circuit over F with public inputs z1, . . . , zk and pri-
vate inputs zk+1, . . . , zn. We start by fixing an enumeration of the multiplication
gates of the circuit C and creating auxiliary variables zn+1, . . . , zn+m, one for each
of the m multiplication gates.

We want to define selector polynomials, which specify the inputs of each of the
multiplication gates. For j = 1, . . . ,m corresponding to the j-th gate, we start by
defining its left and right inputs. Notice that normally a multiplication gate has
only one left and one right input. However, we want to aggregate all the values
zi that arrive to the j-th gate through addition gate. To make this process more
clear, consider the following circuit:

14Note that as far as the construction goes, nothing forces us to use QAP instead of R1CS as
they are practically the same constraint from a different perspective. However, the protocol
we will consider, Groth16, is designed on QAP so we will show this representation
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z1 z2 z3 z4

+
× z5, j = 1

+

× z6, j = 2

The circuit has “original” inputs z1, . . . , z4 and auxiliary input z5, z6 corresponding
to the first and second multiplication gate, that is the gate with j = 1, 2. In this
scenario,

• the left input of the gate j = 1 is z3, while the right input is z4, each with
multiplicity 1.

• the left inputs of the gate j = 2 are z1 with multiplicity 1 and z2 with
multiplicity 2, while the right input is z6 with multiplicity 1.

That is, we are defining “inputs to a multiplication gate” up to intermediate ad-
dition gates and counting multiplicity.

For i = 0, . . . , n + m we define the left selector polynomial li ∈ F<m[x] which
encodes whether the value zi is a left input of the j-th gate (for j = 1, . . . ,m) in
the following way

li(ω
j) :=

{
multiplicity of zi if zi is a left input of the j-th gate

0 otherwise

Similarly, we define the right selector polynomial ri ∈ F<m[x] which encodes
whether the value zi is a left input of the j-th gate.
Finally, we define the output selector polynomial oi ∈ F<m[x] which encodes
whether the value zi is the value associated to the j-th gate, meaning it is the
output of the j-th gate, as follows15

oi(ω
j) :=

{
1 if zi is the auxiliary value associated to the j-th gate

0 otherwise

We can then write the QAP equation

n+m∑
i=0

zili(x) ·
n+m∑
i=0

ziri(x)
?
=

n+m∑
i=0

zioi(x) mod (xm − 1)

15Notice that by construction the j-th gate is the auxiliary value zn+j , so one could more easily
define oi(ω

j) := 1i−n(j)
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or equivalently, in the same form as Eq. 3.11

for j = 1, . . . ,m
n+m∑
i=0

zili(ω
j) ·

n+m∑
i=0

ziri(ω
j)

?
=

n+m∑
i=0

zioi(ω
j)

Notice that when evaluating at ωj, the first sum of the left-hand side becomes
exactly the sum of the left inputs of the j-th gate (with the multiplicity accounted
for), similarly the second sum becomes exactly the sum of the right inputs of the
j-th gate, and the right-hand side becomes zn+j. Thus, the correctness of the j-th
equation of this QAP is equivalent to the correctness of the evaluation of the j-th
gate of the circuit C. Then it holds

x ∈ RC ⇐⇒ ∃w ∈ Fn−k s.t. C(x,w) = 0

⇐⇒ ∃w ∈ Fn−k, ∃(zn+1, . . . zk+t) ∈ Fm s.t. C(x,w) = 0

and the multiplication gates of C(x,w)

evaluate to (zn+1, . . . zk+t)

⇐⇒ ∃w̃ ∈ Fn−k+t s.t z := 1||x||w̃ satisfies the QAP

⇐⇒ x ∈ RQAP

Notice that this construction can be further optimized in specific cases, such as
in the case where some value zi arrives to the j-th gate not only through sums
but also through a constant multiplication (which would slightly complicate the
description of the selector polynomials by changing the definition of “multiplicity”
to take account of these constant multiplications).



Chapter 4

Common protocols and gadgets

Before jumping to real zkSNARK protocols and their analysis, we present some
common protocols and gadgets which are either present in full in the zkSNARKs
we will consider, or the basis for variants used by them. In this context, a gadget
is a subroutine which can be invoked inside of a larger-scope protocol and used as
a black-box.

We note that many of the protocols considered in this section are interactive, hence
not directly suitable for zkSNARK protocols. However, as it is common practice
in these situations, they can be transformed into non-interactive protocols through
the Fiat-Shamir transformation [28].

4.1 Checks on polynomials

At the heart of every probabilistic proof based on polynomials there is a gadget
to check the equality of two polynomials, based on the Schwartz-Zippel lemma,
which we now recall

Remark (Schwartz-Zippel Lemma 2.3.1). For any f ∈ F≤d
p [x1, . . . , xk] and any

subset S ⊂ Fp, if f ̸≡ 0 then it holds

Pr
[
r ← Sk : f(r) = 0

]
≤ d

|S|

where r1, . . . , rk are sampled uniformly in S. Similarly, for any polynomials f, g ∈
F≤d
p [x1, . . . , xk] and any subset S ⊂ Fp, if f ̸= g then it holds

Pr
[
r ← Sk : f(r) = g(r)

]
≤ d

|S|

35
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This gives an upper bound on the probability of two different polynomials f and

g passing the check f(r)
?
= g(r). By opportunely choosing the parameters16, for

example by assuring that log(|S|) ≥ log(d)+λ, we get that for f ̸= g then it holds

Pr
[
r ← Sk : f(r) = g(r)

]
≤ negl(λ)

This allows us to write an efficient check for a verifier to control whether two
polynomials are equal or not. We suppose that the verifier has oracle access to
evaluations of the polynomial, meaning that the verifier has not direct access to
the polynomials but can query verified evaluations of the polynomials at any time.
This is usually instantiated through a polynomial commitment scheme or some
kind of homomorphic commitment scheme.

Definition 4.1.1 (Polynomial Equality Check). Let Fp be a finite field for a prime
p and let f, g ∈ F≤d

p [x1, . . . , xk], such that d
p
= negl(λ).

Let V be a verifier and Of,g be an oracle for evaluations of the polynomials f and
g. We define the polynomial equality check as the following protocol:

PolyEqCheck :

1. VOf,g samples a random r ← Fk
p

2. VOf,g queries the evaluations f(r), g(r) to Of,g

3. VOf,g outputs accept if f(r) = g(r), and reject otherwise

Proposition 4.1.1. In the Polynomial Equality Check, the verifier accepts the
equality of f ̸= g only with negligible probability, that is

f ̸= g =⇒ Pr [accept← PolyEqCheck] ≤ negl(λ)

Proof. Follows trivially from the Schwartz-Zippel lemma

Similarly, we can construct a protocol which allows to check whether a given
polynomial f ∈ F≤d

p [x] vanishes over a set of points (distinct) r1, . . . , rk. We
simplify this requirement to a single equality by using the vanishing polynomial
of the set r1, . . . , rk defined as z(x) =

∏k
i=1(x− ri). It holds that

∀i f(ri) = 0 ⇐⇒ ∃q ∈ Fd−k
p s.t. f(x) = q(x)z(x)

Then, if a prover wants to show that a given polynomial f vanishes over r1, . . . , rk,
it can compute the quotient polynomial q and prove the equality f(x) = q(x)z(x)
through a polynomial equality check.

16In practice we usually pick S = Fp with p ≈ 2256 and around d ≈ 220 for real use cases, which
leaves plenty of breathing room for the standard security level λ = 128
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Definition 4.1.2 (Polynomial Vanishing Check). Let Fp be a finite field for a
prime p. Let r1, . . . , rk ∈ Fp be distinct points, let f ∈ F≤d

p [x] and q ∈ F≤d−k
p such

that d
p
= negl(λ).

Let V be a verifier and Of,q be an oracle for evaluations of the polynomials f and
q. We define the polynomial vanishing check as the following protocol:

PolyVanishCheck :

1. VOf,q samples a random r ← Fk
p

2. VOf,q queries the evaluations f(r), q(r) to Of,q

3. VOf,q computes manually z(r)

4. VOf,q outputs accept if f(r) = q(r)z(r), and reject otherwise

Proposition 4.1.2. In the Polynomial Vanishing Check, the verifier accepts the
vanishing of a non-vanishing polynomial f only with negligible probability, that is

∃i s.t. f(ri) ̸= 0 =⇒ Pr [accept← PolyVanishCheck] ≤ negl(λ)

Proof. If ∃i such that f(ri) ̸= 0 then for any polynomial q (in particular the one
with oracle access) it must hold

f(x) ̸= q(x)z(x)

as the right-hand side evaluates to 0 at ri while the left-hand side does not. The
rest follows trivially from the Schwartz-Zippel lemma.

4.2 Polynomial commitments and the KZG pro-

tocol

Similarly to how we defined a commitment scheme in the preliminaries, we now
define a polynomial commitment scheme with knowledge-soundness, which can be
used to obtain verified evaluations of a committed polynomial

Definition 4.2.1 (Polynomial commitment scheme). Let F be a finite field. A
polynomial commitment scheme is a protocol composed of algorithms Setup, Com-
mit, Eval, VerifyCommit and VerifyEval with the following interface:

pp← Setup(F) : creates public parameters pp for the protocol

comp, open← Commit(pp, p) : creates a commitment for the polynomial p ∈
F[x] together with any opening information open necessary for the verifica-
tion step of the commitment
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v, π ← Eval(pp, p, u) : returns the claimed evaluation v = p(u) together with
additional information required to prove that indeed v = p(u)

accept/reject← VerifyEval(pp, comp, u, v, π) : checks whether the claimed eval-
uation (u, v) is compatible with the claimed commitment comp

accept/reject← VerifyCom(pp, com, p, open) : checks whether the claimed com-
mitment com really corresponds to the polynomial p

which satisfy the following properties

Correctness For any p ∈ F[x] and u ∈ F

Pr

[
pp← Setup(F)

comp, open← Commit(pp, p)
v, π ← Eval(pp, p, u)

:
accept← VerifyEval(pp, comp, u, v, π)
accept← VerifyCom(pp, comp, p, open)

]
= 1

Knowledge-soundness For any PPT adversary A = (A0,A1) there exists an
extractor E such that either A fails to pass the VerifyEval or the extractor is
able to extract a polynomial which satisfies the commitment and evaluation,
except that with negligible probability

Pr

 pp← Setup(Fp)
com← A0(pp)

p, open← EA(pp, com)
u, v, π ← A1(pp, com)

:
p(u) ̸= v

accept← VerifyEval(pp, com, u, v, π)

 = negl(λ)

One of the most widely used polynomial commitment schemes is the KZG pro-
tocol proposed by Kate et al. [22] in 2010, which is a constant-size polynomial
commitment scheme used by many zkSNARKs for its properties. It relies on
the Algebraic Group Model and bilinear pairings, and checks similar to the poly-
nomial equality check to obtain extremely efficient proof size and verification time.

The main idea behind the KZG protocol is to prove the evaluation of a certain
polynomial p ∈ F≤d

p [x] at a given point u as v = p(u) by showing that p(x) − v
can be factorised as

p(x)− v = (x− u) · q(x)

for some polynomial q(x) ∈ F<d
p [x]. This equality is checked in similar fashion

to the polynomial equality check by evaluating both the left-hand side and the
right-hand side at a random point τ ∈ Fp. The random point τ will be baked into
the public parameters as the group elements

[1], [τ ], . . . , [τ d]
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which allow the evaluation of [p(τ)] without direct access to τ . Indeed, if we let
p(x) =

∑d
i=0 pix

i then one can compute

[p(τ)] =
d∑

i=0

pi[τ
i]

The whole protocol is defined as follows

Definition 4.2.2 (KZG protocol). Let Fp be a finite field of prime order p, and
let e : G×G→ GT be a bilinear pairing on groups G,GT of prime order p, where
G is generated by g. Let d be an integer.

The KZG protocol is a polynomial commitment scheme on F≤d
p [x] defined by the

following algorithms (we assume that all the algorithms that receive pp as part of
their arguments start by parsing pp into its components):

Setup() :

1. sample a random τ ∈ F∗
p

2. output pp := ([1], [τ ], . . . , [τ d])

Commit(pp, p) :

1. output comp := [p(τ)] (and open := ∅ as it is not needed)

Eval(pp, p, u) :

1. compute v = p(u)

2. compute q ∈ F<d
p [x] such that p(x)− v = (x− u) · q(x)

3. compute [q(τ)]

4. output v, π := [q(τ)]

VerifyEval(pp, com, u, v, π) :

1. compute [−v] and [−u]
2. compute [τ − u] as [τ ] + [−u]

3. if e(com+ [−v], [1]) ?
= e([τ − u], π)

4. output accept

5. else

6. output reject

VerifyCom(pp, com, p,∅) :

1. compute [p(τ)]
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2. if com
?
= [p(τ)]

3. output accept

4. else

5. output reject

We remark some of the aspects of the given protocol. First of all, the protocol
results in a remarkable constant proof size of only one group element π = [q(τ)]
for any input polynomial up to degree d. Secondly, we note that the protocol is
not hiding, as the Commit algorithm is deterministic.

Lastly, we note that the setup process is a trusted setup process, meaning that it
must be carried out by a trusted party, the reason being that if the prover gets
access to τ directly instead of [τ ] and its powers, they would be able to prove false
evaluations of the polynomial. This then implies that the protocol relies on the
q-DLOG (with q = d) for security.

Theorem 4.2.1. If e is a bilinear pairing such that the generalised q-SBDH as-
sumption holds for q = d, then KZG is correct and knowledge-sound in the Alge-
braic Group Model

Proof. Correctness follows from inspection of the protocol. For knowledge-soundness,
recall that an algebraic adversary A, when outputting com ∈ G, must also con-
struct an a ∈ Fd

p such that

com = ⟨a, pp⟩ =
d∑

i=0

ai[τ
i]

which the extractor EA can obtain since it has access to A. We let the extractor
output the polynomial

p(x) :=
d∑

i=0

aix
i

and we show that, if indeed p(u) ̸= v, then the probability of A passing the
VerifyEval check is upperbounded by the probability of any adversary winning at
the generalised q-SBDH challenge, which we assumed to be negligible. To do so,
we will show that with access to such an adversary A and the extractor EA, one
can construct another adversary B for the q-SBDH challenge such that if A passes
the VerifyEval check then B wins at the q-SBDH challenge. We define B as follows

B([1], . . . , [τ d]) :

1. set pp := ([1], . . . , [τ d])
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2. compute com← A0(pp) and p← EA(pp, com)

3. compute u, v, π ← A1(pp, com)

4. compute the quotient polynomial q such that p(x)−p(u) = q(x)(x−u)

5. compute [q(τ)] from the public parameters

6. compute δ and h as

h := q(τ) = e([1], π)− e([1], [q(τ)])

δ := p(u)− v ̸= 0

7. return u, δ, h

We argue that h =
[

δ
τ−u

]
T
if and only if the outputs of A0,A1 pass the VerifyEval

check. Recall that the VerifyEval check is e(com+[−v], [1]) ?
= e([τ−u], π) and notice

that by construction, com = [p(τ)], which means we can rewrite the VerifyEval
check as

e([τ − u], π)
?
= e(com+ [−v], [1])

⇐⇒ e([τ − u], π)
?
= e([p(τ)− v], [1])

= e([p(τ)− p(u) + p(u)− v], [1])

= e([q(τ)(τ − u) + δ], [1])

= e([q(τ)(τ − u)], [1]) + e([δ], [1])

⇐⇒ e([δ], [1])
?
= e([τ − u], π)− e([q(τ)(τ − u)], [1])

= (τ − u) ·
(
e([1], π)− e([q(τ)], [1])

)
= (τ − u) · h

⇐⇒ δ

τ − u
· e([1], [1]) ?

= h

⇐⇒
[

δ

τ − u

]
T

?
= h

Then the probability ofA passing the check is equal to the probability of B winning
the q-SBDH challenge which is upper bounded by negl(λ)

There exist variants of the KZG protocol, some of which proposed in the same
work as the original [22] with different properties. For example, by masking the
polynomial p with a random polynomial q in the Commit (and adding q to the
open information) we get a protocol that is hiding. As another example, one can
modify the protocol to obtain a batched version of the KZG which allows one to
open multiple evaluations of multiple polynomials with a single proof of a single
group element (at a small cost of soundness error).
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4.3 Sumcheck protocol

The Sumcheck protocol is an interactive protocol between a prover P and a verifier
V to reduce the verified evaluation of a specific sum of a polynomial to a verified
evaluation of the same polynomial at a random verifier-chosen point.

Given a k-variate polynomial g ∈ F≤d[x1, . . . , xk], consider the following expression∑
b∈{0,1}k

g(b1, . . . , bk)

that is the sum of the evaluations of g at the vertices of the k-hypercube. The
Sumcheck protocol starts with the prover P sending a claimed value for the eval-
uation of Eq. 4.1, to which the verifier V recursively responds with challenges to
reduce the claim to a single verified evaluation g(r). The recursion is done on the
variables of the polynomial, decreasing the number of variables of the polynomial
at each recursive step by generating an univariate polynomial that the verifier can
evaluate manually. The validity of the univariate polynomial is then checked using
the same technique as the polynomial equality check by evaluation at a random
verifier-chosen point.

We now describe formally the Sumcheck protocol.

Definition 4.3.1 (Sumcheck protocol). Let F be a finite field and let g ∈ F≤d[x1, . . . , xk]
be a k-variate polynomial.

The Sumcheck protocol is an interactive protocol between a prover P and a verifier
V which reduces the problem of the verified evaluation of the following expression∑

b∈{0,1}k
g(b1, . . . , bk) (4.1)

to the verified evaluation of g at a single random verifier-chosen point r ∈ Fk. The
polynomial g is known by the prover P but not necessarily known by the verifier
V17.

For the sake of consistent notation in the recursion, let gk := g. The Sumcheck
protocol is defined as follows:

Sumcheck :

17We do not require g to be unknown by V, which would not be the case in scenarios where V only
wants to delegate the computation of the expression in Eq. 4.1 to a computationally-powerful
party P
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Setup :
1. P computes ck :=

∑
b∈{0,1}k gk(b1, . . . , bk) and sends it to V.

Recursive step, for i=k, ..., 1 :
1. P computes the univariate polynomial

si(xi) :=
∑

b∈{0,1}i−1

gi(b1, . . . , bi−1, xi)

and sends it to V.
2. V receives si and checks that ci

?
= si(0)+si(1), aborting if the check

does not hold.

3. V samples a random ri ← F, sets ci−1 := si(ri) and sends ri to P.
4. P receives ri and sets

gi−1(x1, . . . , xi−1) := gi(x1, . . . , xi−1, ri)

In the end, the initial claim is reduced to the claim that c0
?
= g(r) where r =

(r1, . . . , rk) is uniformly chosen by the verifier entry by entry in the recursion.

In the setup step of the protocol, the prover computes and sends the claimed
correct evaluation ck of the sumcheck expression (Eq. 4.1). Then, for i = k, . . . , 1,
the purpose of each recursive step is to reduce the following claim (which for i = k
ensures the correct evaluation of the sumcheck expression)

ci
?
=

∑
b∈{0,1}i

gi(b1, . . . , bi)

to
ci−1

?
=

∑
b∈{0,1}i−1

gi−1(b1, . . . , bi−1)

This is done as follows. First, the prover computes a univariate polynomial si and
sends it to the verifier. This allows V to compute si(0) + si(1) which, if both ci
and si were computed correctly, should equal ci. Now if this check passes and the
prover can convince the verifier that si was computed correctly, then the verifier
will be convinced that ci too was computed correctly. Hence, the verifier wants a
proof that si was computed correctly, meaning that indeed it holds

si(xi)
?
=

∑
b∈{0,1}i−1

gi(b1, . . . , bi−1, xi)

To do this, the protocol uses the polynomial equality check. The verifier picks a
random point ri ∈ F and, ideally, checks that the left-hand side and the right-hand
side evaluate to the same value. The left-hand side can be computed locally and
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efficiently by the verifier V , which computes ci−1 := si(ri). Then, since the prover
wants to prove that indeed si was computed correctly, it wants to prove that the
right-hand side of the previous sum indeed evaluates to ci−1. Given the definition
of gi−1, the problem is indeed reduced to the following claim

ci−1
?
=

∑
b∈{0,1}i−1

gi−1(b1, . . . , bi−1)

In the end, the remaining claim is that c0
?
= g(r1, . . . , rk), hence the sumcheck

protocol reduces the claim of correct evaluations of the sumcheck expression to
the claim of correct evaluation of the polynomial g at a single random verifier-
chosen point in Fk.

Theorem 4.3.1. The sumcheck protocol has a soundness error of kd
|F| , meaning

that a false claim can be reduced to a true claim at most with probability kd
|F| .

Proof. The proof is done by recursion on k. Let k = 1. Suppose that the original
claim is false, namely

c1 ̸=
∑

b∈{0,1}

g(b) = g(0) + g(1)

and that V does not abort. Since the verifier did not abort, it must hold

c1 = s1(0) + s1(1)

which clearly implies that s1 ̸= g. Since c0 := s1(r1) for a random verifier-chosen

r1, then the claim is equivalent to s1(r1)
?
= g(r1), and since they are different it

holds

Pr
[
r1 ← F : s1(r1) = g(r1)

]
≤ d

|F|
from the Schwartz-Zippel lemma.

Consider then a generic k. In order to reduce a false claim to a true claim, in at
least one of the recursive steps there must be a reduction from a false claim to a
true claim. We divide the analysis on whether this happens in the first step or
not. More formally, suppose that ck ̸=

∑
b∈{0,1}k g(b), and consider the following

events

A := {c0 = g(r)}

B := {ck−1 =
∑

b∈{0,1}k−1

gk−1(b1, . . . , bk−1) ∧ c0 = g(r)}

C := {ck−1 ̸=
∑

b∈{0,1}k−1

gk−1(b1, . . . , bk−1) ∧ c0 = g(r)}
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where the event A encodes the reduction of a false claim to a true claim. Clearly
A = B ∪ C hence

Pr [A] ≤ Pr [B] + Pr [C]

Additionally, the event C corresponds exactly to the event A for k − 1, so by
induction we have that

Pr [C] ≤ (k − 1)d

|F|
As for B, first note that if V does not abort then it must hold ck = sk(0) + sk(1).
Combining this with the fact that by hypothesis ck ̸=

∑
b∈{0,1}k g(b), we get that

s(x) ̸=
∑

b∈{0,1}k−1

g(b1, . . . , bk−1, x)

Note that B ⊂ {ck−1 =
∑

b∈{0,1}k−1 gk−1(b1, . . . , bk−1)} hence

Pr [B] ≤ Pr

ck−1 =
∑

b∈{0,1}k−1

gk−1(b1, . . . , bk−1)


= Pr

sk(rk) = ∑
b∈{0,1}k−1

g(b1, . . . , bk−1, rk)


≤ d

|F|

where the last inequality comes from the Schwartz-Zippel lemma. Summing the
probabilities of B and C we get that

Pr [A] ≤ kd

|F|

4.4 GKR protocol

The GKR protocol defined by Goldwasser et al. [24] is an interactive proof between
a prover P and a verifier V for the correct evaluation of layered arithmetic circuits.
We underline that this protocol is both interactive and not zero-knowledge, so it
will need adaptations if we intend to use it as a building block for non-interactive
zero-knowledge proofs. However, it provides succinct verifier time and interaction
which are linear in the depth of the circuit instead of its size.
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The high-level idea behind the GKR protocol is that it starts from the end layer of
the circuit and then recursively reduces P ’s claim of the correct evaluation of the
current layer to a claim on the previous layer using the sumcheck protocol. To do
this, first we give a precise labeling of the circuit.

Given a layered arithmetic circuit C over F of size C and depth D, let Si be the size
of the i-th layer and let si = ⌈logSi⌉. Notice that in the layer enumeration, i = 0
corresponds to the output layer of the circuit, and i = D corresponds to the input
layer of the circuit. For each layer i we fix an enumeration that maps b ∈ {0, 1}si
to the b-th gate (interpreting b as the binary representation of a number) of the
i-th layer and we call b the label of the b-th gate. We also define a function

Vi : {0, 1}si → F

which maps b to the output of the b-th gate of the i-th layer.

Let

addi+1 : {0, 1}si × {0, 1}si+1 × {0, 1}si+1 → {0, 1}
multi+1 : {0, 1}si × {0, 1}si+1 × {0, 1}si+1 → {0, 1}

be the wiring predicates of the circuit C at layer i, that is the functions that, given
the gate a at layer i and gates b, c at layer i+1, output 1 if a is an addition (resp.
multiplication) gate with left input b and right input c, and output 0 otherwise.

With these definitions we can give an explicit definition of a correctly constructed
Vi in terms of Vi+1

Vi(a) =
∑

b,c∈{0,1}si+1

[
addi+1(a, b, c) ·

[
Vi+1(b) + Vi+1(c)

]
+

+multi+1(a, b, c) ·
[
Vi+1(b) · Vi+1(c)

]] (4.2)

Ideally, we would like to check if this equation holds by sampling at a random
verifier-chosen point. The issue is that by doing this, a malicious prover could
change the value of one of the outputs and with probability S0−1

S0
it would not be

detected. Instead, we will take advantage of the distance-amplifying property of
multilinear extensions.

While the multilinear extension of the left-hand side of Equation (4.2) is straight-
forward, we have to be more careful with the right-hand side. We are not taking
the multilinear extension with respect to all the variables a || b || c, rather just
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a. Additionally, with respect to just a, the evaluations of Vi+1(b) + Vi+1(c) and
Vi+1(b) · Vi+1(c) for fixed values of b and c behave as constants in the multilinear
extension, which we can extract by linearity of the operator. Lastly, using Lemma
(2.3.2) we can directly use the multilinear extension of addi+1 and multi+1 over
all the variables, instead of just a. This process induces the following equality as
multilinear polynomials over Fsi

p

Ṽi(a) =
∑

b,c∈{0,1}si+1

[
ãddi+1(a, b, c) ·

[
Vi+1(b) + Vi+1(c)

]
+

+ m̃ulti+1(a, b, c) ·
[
Vi+1(b) · Vi+1(c)

]]
Lastly, by noting that by definition Vi+1 = Ṽi+1 over {0, 1}si+1 , we can use this
substitution in the evaluations of Vi+1 to get the following equality as multilinear
polynomials over Fsi

p , which holds if Vi is correctly constructed:

Ṽi(a) =
∑

b,c∈{0,1}si+1

[
ãddi+1(a, b, c) ·

[
Ṽi+1(b) + Ṽi+1(c)

]
+

+ m̃ulti+1(a, b, c) ·
[
Ṽi+1(b) · Ṽi+1(c)

]] (4.3)

We can now describe the recursive process of GKR, highlighting the first step which
is slightly different to the remaining recursive steps:

First step: V wants to check that V0 has been computed correctly. We will
reduce this to a check on the evaluation of Ṽ1 at two random points k(1),h(1)

uniformly chosen by V
To verify this, V can instead check the equation Ṽ0, which if satisfied would
imply that V0 has been computed correctly. To verify the equation on Ṽ0 we
can use the same trick as the polynomial equality check, that is evaluating
the polynomial at a random point to assert the equality. V chooses a random
point r ← Fsi , evaluates Ṽ0(r) (which can be done directly by V since it can
be obtained from V0 which is public), sends r to P and queries the evaluation
of the right-hand side, concluding by checking the queried value.

First, let us define the following 2s1-variate polynomial to simplify the writ-
ing of the equation (we leave implicit the dependence on r, as by now it is
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fixed, to simplify notation)

f(b, c) = ãdd1(r, b, c) ·
[
Ṽ1(b) + Ṽ1(c)

]
+

+ m̃ult1(r, b, c) ·
[
Ṽ1(b) · Ṽ1(c)

]
Then we can rewrite the equality that V wants to verify as

Ṽ0(r)
?
=

∑
b,c∈{0,1}s1

f(b, c)

By interpreting the sum on “b, c ∈ {0, 1}s1” as a sum on “(b|c) ∈ {0, 1}2s1”,
V can query the evaluation of the right-hand side of the equality through
the sumcheck protocol, which reduces the verification to querying a verified
evaluation of the 2s1-variate polynomial f at a random verifier-chosen point
(k(1)|h(1)) ∈ F2s1 , with k(1),h(1) ∈ Fs1 .

Notice that the values of ãdd1(a,k
(1),h(1)) and m̃ult1(a,k

(1),h(1)) can be
computed by V locally, so in order to obtain a verified evaluation of f(k(1),h(1))

it suffices to query a verified evaluation of Ṽ1(k
(1)) and Ṽ1(h

(1)) and then V
can compute the final value.

Thus we have successfully reduced the problem of verifying the correct eval-
uation of V0 to the problem of verifying

Recursive step: V wants to check the evaluation of Ṽi at two random points
k(i),h(i). We will reduce this to a check on the evaluation of Ṽi+1 at two
random points k(i+1),h(i+1).

We cannot simply verify Ṽi(k
(i)) and Ṽi(h

(i)) with two sumchecks as, while it
would work, the number of sumchecks required would grow exponentially in
the depth D. Instead, we first reduce the two checks on Ṽi(k

(i)) and Ṽi(h
(i))

to a single sumcheck18.

The idea is that instead of verifying Ṽi(k
(i)) and Ṽi(h

(i)) which would take
two checks, we will verify a verifier-chosen random linear combination of
these terms. First, V samples random coefficients αi, βi ∈ F for the linear
combination αi · Ṽi(k

(i)) + βi · Ṽi(h
(i)).

18The original version of the GKR protocol actually uses a different version of two-to-one reduc-
tion based on the composition of a random verifier-chosen polynomial. Instead, we will use the
random linear combination solution proposed by Chiesa et al. [29] as it adapts more nicely to
satisfy the zero-knowledge property and is the version used by Libra [25] and Virgo [6]
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We define a new helper 2si+1-variate polynomial

g(b, c) := αi · ãddi+1(k
(i), b, c) ·

[
Ṽi+1(b) + Ṽi+1(c)

]
+

+ αi · m̃ulti+1(k
(i), b, c) ·

[
Ṽi+1(b) · Ṽi+1(c)

]
+

+ βi · ãddi+1(h
(i), b, c) ·

[
Ṽi+1(b) + Ṽi+1(c)

]
+

+ βi · m̃ulti+1(h
(i), b, c) ·

[
Ṽi+1(b) · Ṽi+1(c)

]
Then, if Vi is correctly evaluated, using a similar procedure to the one used
to produce Equation (4.3) we get the following equation:

αiṼi(k
(i)) + βiṼi(h

(i)) =
∑

b,c∈{0,1}si+1

g(b, c)

Similarly to the first step, we can see this sum as a sum over (b|c) ∈
{0, 1}2si+1 which allows V to verify it through a single invocation of the
sumcheck protocol, which reduces the verification to verifying the evalu-
ation of the 2si+1-variate polynomial g at a random verifier-chosen point
(k(i+1)|h(i+1)) ∈ F2si+1 , with k(i+1),h(i+1) ∈ Fsi+1 . Again, most of the eval-
uation can be done locally by V which then only needs to query verified
evaluations of Ṽi+1(k

(i+1)) and Ṽi+1(h
(i+1)).

Last step: At the end of the recursion, the claim is reduced to a verified evalua-
tion of ṼD(k

(D)) and ṼD(k
(D)).

This evaluation is done locally by V in the original version of the protocol as
the input VD is considered to be known by the verifier, since the context in
which it was proposed was as an application to delegation of computation.

The protocol can be extended to secret inputs by implementing some kind of oracle
access to ṼD(k

(D)) and ṼD(k
(D)), for example through a zero-knowledge verifiable

polynomial delegation scheme as done in Libra [25] and Virgo [6].



Chapter 5

Trusted setup zkSNARKs

5.1 Groth16

In 2016, J. Groth proposed a novel trusted setup zkSNARK for Quadratic Arith-
metic Programs relations [2], which we will refer to as Groth16 following the ex-
ample of most of the current literature. This protocol leverages the polynomial
equality check to obtain an extremely impressive constant proof size of just three
group elements and constant verification time of a single group pairing. However,
despite the impressive results, Groth16 suffers from proof malleability as we will
discuss later, which makes it not suitable for every scenario.

Recall that given a QAP relation, that is a relation of the form

n∑
i=0

ziui(x) ·
n∑

i=0

zivi(x) =
n∑

i=0

ziwi(x) mod (xm − 1)

where z ∈ Fn
p and ui, vi, wi ∈ F<m

p [x], the relation can be equivalently expressed as
the alternative form Eq. 3.10, claiming that there exists a polynomial q ∈ F≤m−2[x]
such that

n∑
i=0

ziui(x) ·
n∑

i=0

zivi(x)
?
=

n∑
i=0

ziwi(x) + q(x)(xm − 1)

The basic idea behind Groth16 is that this relation can be efficiently checked using
the polynomial equality check, which requires checking the equality at a single
(random) point. Ideally, we would like to have a randomly sampled point τ ∈ Fp

and then prove through bilinear pairings that the following equality holds

n∑
i=0

ziui(τ) ·
n∑

i=0

zivi(τ)
?
=

n∑
i=0

ziwi(τ) + q(τ)(τm − 1)

50
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To understand the intuition behind the Groth16 protocol, we start by considering
a case where the prover sets

A =
n∑

i=0

ziui(τ)

B =
n∑

i=0

zivi(τ)

C =
n∑

i=h+1

ziwi(τ) + q(τ) · (τm − 1),

and then sends A,B and C to the verifier which can then check19 that the following
equality holds

A ·B = C +
k∑

i=0

ziwi(τ)

Of course, this approach is deeply flawed both for the zero-knowledge property
and the knowledge soundness property. First of all, sending A and B as they are
reveals information which depends on the witness. Secondly, if we just sample
a random τ ∈ Fp and send it to the prover, the prover would be able to forge
invalid proofs by sampling random A and B and computing the C that satisfies
the previous equality.

To solve the zero-knowledge issue, we can add some random elements to A and B
which, informally, will mask the values and reveal no information on the witness,
and formally will make A and B follow uniform distribution so that they can be
simulated in the simulation algorithm for the zero-knowledge property.

To solve the knowledge soundness issue, we can define a pair of prove key and ver-
ification key, created to a trusted setup, which allows the prover and the verifier
to perform the respective computations without needing direct access to τ as in
the KZG protocol.

This is exactly the approach of the protocol proposed by J. Groth in the original
article [2] which we now define.

Note that there are subtle differences between the original presentation in [2] and
the following presentation. First of all, the original protocol is defined for a generic
vanishing polynomial t(x) while the following definition chooses the fixed xm − 1.

19Note that the sum is composed only of the public inputs z0 = 1, z1, . . . , zk and the polynomials
w0, . . . , wk which are public
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This choice was taken considering that virtually all implementations of Groth16
choose xm − 1 so that interpolation of polynomials can be done on the roots of
unity which can be computed efficiently with the FFT.

Additionally, we slightly changed the signature of the algorithms to conform to
the definition of zkSNARK which evolved with time, in the following way: the
original presentation divides the public parameters into a prover key pk and a
verifier key vk, while we condense them in the public parameters pp; the original
presentation uses a definition that requires the simulator to use the public param-
eters pp while given access to a trapdoor (which in this case would be the value of
τ) while in this presentation we rewrote it so that the simulator generates its own
τ and public parameters without needing a trapdoor. This is not an improvement
or downgrade as much as a rewrite to conform to the definition.

Lastly, the elements given in the public parameters differ slightly as they reflect
how one would actual implement Groth16 in an efficient implementation. Instead
of giving elements {[τ j]1}

m
j=0 and {[τ j]2}

m
j=0, which would be used to construct

the values [ui(τ)]∗, [vi(τ)]∗ and [wi(τ)]∗ we give directly these elements since they

can be precomputed. Additionally, we also substitute the elements
[
τ j(τm−1)

δ

]
1

with elements
[
Lj(τ)(τ

m−1)

δ

]
1
where Lj is the j-th Lagrange-basis polynomial for

ω, . . . , ωm which can be used to compute
[
q(τ)(τm−1)

δ

]
1
.

Definition 5.1.1 (Groth16). Let Fp be a finite field of prime order p. Let G1, G2

be groups of order p that admit a bilinear pairing e : G1 ×G2 → GT . Let g1, g2 be
generators of G1 and G2 respectively.

Let ui, vi, wi ∈ F<m
p [x] for i = 0, . . . ,m be public polynomials and let z0 = 1, z1, . . . , zn ∈

Fp scalars divided into public inputs (z1, . . . , zk) and witness (zk+1, . . . , zn).

Groth16 is a zkSNARK for the following QAP relation

n∑
i=0

ziui(x) ·
n∑

i=0

zivi(x) =
n∑

i=0

ziwi(x) mod (xm − 1) (5.1)

defined by the following algorithms

pk, vk← Groth16.Setup() :

1. sample α, β, γ, δ, τ ← F∗
p
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2. return pp defined as

pp :=

(
[α]1, [β]1, [β]2, [γ]2, [δ]1, [δ]2, [αβ]T ,

{[ui(τ)]1}mi=0 , {[vi(τ)]1}
m
i=0 , {[vi(τ)]2}

m
i=0 ,{[

βui(τ)+αvi(τ)+wi(τ)
γ

]
1

}k

i=0
,
{[

βui(τ)+αvi(τ)+wi(τ)
δ

]
1

}n

i=k+1
,{[

Lj(τ)(τ
m−1)

δ

]
1

}m−2

i=0

)
where [αβ]T := e([α]1, [β]2)

π ← Groth16.Prove(pp, (z1, . . . , zk), (zk+1, . . . , zn)) :

1. pick r, s← Fp

2. compute the quotient polynomial q ∈ F≤m−2
p [x]

3. compute the following values

[A]1 :=[α]1 + r[δ]1 +
n∑

i=0

zi[ui(τ)]1

[B]1 :=[β]1 + s[δ]1 +
n∑

i=0

zi[vi(τ)]1

[B]2 :=[β]2 + s[δ]2 +
n∑

i=0

zi[vi(τ)]2

[C]1 :=
n∑

i=k+1

zi

[
βui(τ) + αvi(τ) + wi(τ)

δ

]
1

+

[
q(τ)(τm − 1)

δ

]
1

+

+ s[A]1 + r[B]1 + rs[δ]1

4. return π := ([A]1, [B]2, [C]1)

accept/reject← Groth16.Verify(pp, (z1, . . . , zk), π) :

1. check the equality of

e([A]1, [B]2)
?
=

[αβ]T + e
(∑k

i=0 zi

[
βui(τ)+αvi(τ)+wi(τ)

γ

]
1
, [γ]2

)
+ e([C]1, [δ]2)

2. if the previous equality holds

3. return accept
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4. else

5. return reject

The properties of the Groth16 protocol are summarized in the following result.

Theorem 5.1.1. There exists a parameter choice for which Groth16 is a trusted
setup zkSNARK in the GGM for the Quadratic Arithmetic Program relation (Eq.
5.1) with times and sizes dominated by the quantities given in Table 5.1

Prover time O(n+m) mul∗

Proof size 2 G1 + 1 G2

Verifier time O(k) mul∗ + 3 pair

Table 5.1: For sizes, Gi notates an element from Gi. For computational cost, addi

notates addition in group Gi, muli notates scalar multiplication in group Gi, pair
notates a pairing evaluation

Proof. The claim on the proof size is evident. The verifier time is dominated by
the evaluation of the sum (which itself is dominated by the number of scalar multi-
plications) and by the three pairings. The domination for the prover time requires
some more involved tricks for which we refer to the original work [2], some of which
are already accounted for given the precomputing done in the public parameters.
Additionally, the quotient polynomial q can be computed in O(m log(m)) via the
FFT.

The correctness of the protocol follows from close inspection of the verification
check. As for the zero-knowledge property, since the elements [A]1 and [B]2 get
masked by r[δ]1 and s[δ]2 respectively and r, s have uniform distribution, then
(recalling Lemma 2.3.4) so do [A]1 and [B]2, which means that just by inspecting
π then the first and second entry of π would have uniform distribution over the
respective groups. We argue that the value of the third entry of π is uniquely
determined by the first two.

Let π1, π2 be the first two elements of the proof, which we just argued follow a
uniform distribution, and π3 the third element. Recall that the correspondence
σ 7→ [σ]i is a bijection, so while it is computationally difficult to obtain some A
such that [A]1 = π1, it is true that there must exist some A such that [A]1 = π1

and that since π1 is uniformly distributed and the correspondence is a bijection,
then so does A, and π1 is uniquely determined by this value of A. Same reasoning
goes for the value B such that [B]2 = π2 which is uniformly distributed. As for
π3, it is true that there must exist some value C such that [C]1 = π3. We argue
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that this value C is uniquely identified by the values of A and B, which in turn
were uniquely identified by π1 and π2, which would make π3 be uniquely identified
(though not computationally accessible20) by the values of π1 and π2.

Indeed, C must satisfy

C =
AB − αβ −

∑k
i=0 zi(βui(τ) + αvi(τ) + wi(τ))

δ

which makes it uniquely identified by the values of A and B. Hence, π3 is uniquely
identified by the values of π1 and π2.

This makes it clear how to define the Sim simulator algorithm, which is done as
follows:

Groth16.Sim(z1, . . . , zk) :

1. sample α, β, γ, δ, τ ← F∗
p

2. sample A,B ← Fp

3. compute C as above

4. return π := ([A]1, [B]2, [C]1) and pp constructed as in Setup

The distribution of outputs of this simulator algorithm is then exactly identical
to the distribution of real transcripts, which proves the zero-knowledge property.

The proof of knowledge soundness is more convoluted than the proof zero-knowledge,
as constructing the extractor is usually more complicated than the simulator, and
we refer to the original work [2] as explaining every detail of the proof would be
outside the scope of this work. We will however highlight the most important
steps as well as the security assumptions for the knowledge soundness.

As stated, the security proof for knowledge soundness holds in the Generic Group
Model, which means that the elements of the proof π := (π1, π2, π3) must be con-
structed using the elements given in the public parameters. This means that,
whatever the values A,B and C corresponding to π1, π2 and π3 through the bi-
jection, they must be a combination of α, β, γ, δ and all the other field elements
corresponding to the group elements of the public parameters pp. Additionally,
the fact that the verification check passes means, as discussed in the preliminaries,
that the same equation must hold on the fields elements level. Then we interpret
A, B and C as Laurent polynomials21 in variables corresponding to said fields

20We stress this part of it being identified but not through any computationally feasible mean
because if it were not so, then it would be computationally feasible to forge a proof

21A Laurent polynomial in x can be seen as an element of Fp[x, x
−1]
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elements α, β, . . . for some coefficients Aα, Aβ, . . . , Bα, Bβ, . . . and Cα, Cβ, . . . and
we interpret the equality as a polynomial equality check to assert that, except
that with negligible probability, the coefficients of the polynomials on both sides
of the equation must be equal. Then with some calculations one can show that
the coefficients Ck+1, . . . , Cn corresponding to the field elements βui(τ)+αvi(τ)+wi(τ)

γ

form a valid witness w = (Ck+1, . . . , Cn).

As we anticipated, despite the impressive results, Groth16 suffers from a security
issue regarding the malleability of its proofs. By malleability we mean that a
valid proof can be modified to create another valid proof. Indeed, it is easy to
see that given elements [A]1, [B]2 and [C]1 which pass the verification step, one
can use any combination of the following transformations to obtain new elements
[Anew]1, [Bnew]2 and [Cnew]1 which also pass the verification step:

[Anew]1 = σ[A]1
[Bnew]2 = σ−1[B]2
[Cnew]1 = [C]1

for any σ ∈ F∗
p

or

[Anew]1 = [A]1
[Bnew]2 = [B]2 + η[δ]2
[Cnew]1 = [C]1 + η[A]1

for any η ∈ F∗
p

We note that this malleability is not necessarily an issue and can be used as a
feature, such as in cases where unlinkability or untraceability of the prover is nec-
essary, where it is referred to as re-randomization of the proof. However, it is
a feature that one must be aware of when choosing Groth16 as a zkSNARK for
an application. This issue can be mitigated by adding to the protocol a signa-
ture scheme to sign the proofs. Additionally, Groth and Maller proposed a new
protocol, usually referred to as gm17, which takes inspiration from Groth16 and
achieves similar results (with a proof size of 5 group elements instead of 3) while
also guaranteeing a stronger version of knowledge-soundness called simulation ex-
tractability, which basically guarantees that even if an adversary sees an arbitrary
number of valid proofs, they cannot produce another valid proof for a statement
or else one is able to extract the witness.

5.2 Marlin

In 2019 Chiesa et al. [3] proposed Marlin, a zkSNARK for R1CS that is particu-
larly efficient in setups where the R1CS is represented by sparse matrices, by the
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means of a specialised indexer which the protocol introduces.

While the full implementation of Marlin is quite convoluted, we give an intuition
of the involved processes. Recall the R1CS constraint

Az ◦Bz
?
= Cz

for matrices A,B,C ∈ Fm×(n+1)
p and input vector z ∈ Fn+1

p divided into public
inputs z1, . . . , zk and private inputs zk+1, . . . , zn with z0 := 1. In Marlin, this check
is divided into the following two checks:

(lincheck) ∀M ∈ {A,B,C} zM
?
= Mz

(row check) zA ◦ zB
?
= zC

with auxiliary variables zA, zB, zC ∈ Fm
p .

These can be transformed into polynomial checks by defining polynomials ẑ, ẑA, ẑB
and ẑC which interpolate the respective vectors at points ω, . . . , ωm. Additionally
we define bivariate polynomials Â, B̂, Ĉ which interpolate entries (i, j) of the re-
spective matrices at points (ωi, ωj). This allows to rewrite the the row check
as

∀i = 1, . . . ,m ẑA(ω
i) · ẑB(ωi)− ẑC(ω

i)
?
= 0

which as we have already seen can be rewritten as

∃ q ∈ F≤m
p [x] s.t. ẑA(x) · ẑB(x)− ẑC(x) = q(x)(xm − 1)

which can be efficiently checked through the polynomial equality check. As for
the lincheck, we can rewrite the lincheck for matrix M as

∀i = 1, . . . ,m ẑM(ωi) =
m∑
j=1

M̂(ωi, ωj)ẑ(ωj)

Rather than checking this equality with a polynomial zerocheck which would incur
either in a huge number of verified evaluations (m to be precise) or some other
form of reduction, we define a polynomial F (x) in a way22 that F (ωi) = 0 if and
only if the above check is satisfied at i, and then check that

m∑
i=1

F (ωi)
?
= 0

22For now one can think of F (x) being the difference of the left-hand side and the right-hand
side, though the actual implementation differs slightly
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Note that similarly to the polynomial equality check, this reduction is a prob-
abilistic reduction, which introduces a soundness error which, just like the case
of the polynomial equality check, can be controlled with a compatible choice of
parameters.

More precisely, the check is reduced via multiplication by r evaluated at a random
point, where r(x, y) = (xm−1)−(ym−1)

x−y
is the formal derivative of the vanishing

polynomial xm − 1, into the following check

m∑
i=1

r(α, ωi)

[
ẑM(ωi)−

m∑
j=1

M̂(ωi, ωj)ẑ(ωj)

]
?
= 0

The reason behind the choice of r(x, y) is two-fold: first, it can be computed
efficiently; secondly, it satisfies the property that {r(x, ωi)}mi=1 are linearly inde-
pendent polynomials. From the second property it shown in the original article
that the soundness error induced by the reduction is m

p
.

By simple indices permutation one can rearrange the left-hand side of the condition
into

m∑
i=1

r(α, ωi)ẑM(ωi)− rM(α, ωi)ẑ(ωi)
?
= 0

where rM(z, x) :=
∑m

j=1 r(z, ω
j)M̂(ωj, x). Then we reduced the original condition

to the univariate sumcheck problem for the function FM(x) := r(α, x)ẑM(x) −
rM(α, x)ẑ(x) over the domain ω, . . . , ωm.

It is shown in previous work that, in general, the univariate sumcheck problem

m∑
i=0

F (ωi)
?
= σ

for some σ is equivalent to the existence of polynomials h, g such that

F (x)
?
= h(x)(xm − 1) + xg(x) +

σ

m

which can then be checked via the polynomial equality check. Additionally, the
protocol batches the lincheck for the three matrices A,B and C into a unique
check through a random linear combination of the checks.

There are some considerations left about the protocol. First of all, the protocol as
described is not zero-knowledge, and indeed will require some additional masking,
precisely detailed in [3], to obtain the zero-knowledge property. Secondly, the pro-
tocol is inherently interactive (for example, the random point α is a challenge that
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must be appear as random to the prover in order to show the soundness bounds)
and must be made non-interactive through the Fiat-Shamir transformation [28].

Most importantly, though, the protocol is quite inefficient, or more precisely it
can be made much more efficient through an optimization which is part of the
principal results of the article. Indeed, it is shown that through the definition
of a trusted indexer protocol, which defines an index i for an efficient encoding
of the matrices A,B and C, the computations time for both the prover and the
verifier can be significantly improved if the matrices are sparse, which is the case
for matrices produced when converting an arithmetic circuit into R1CS.

We summarize the properties of the Marlin protocol in the following result, for
the proof of which we refer to the original article [3]. We note that the definition
of zkSNARK used for the Marlin differs slightly from the definition proposed by
us in order to account for the indexing step. Additionally, the results account
for a query-parameter b not mentioned in our discussion, which is the number of
queries that the verifier is allowed to make and is necessary to take in account
when deciding the size of the masking polynomials for zero-knowledge. However
this parameter can bounded by O(b) and is left only for preciseness of the result.
Finally, in order to account for the sparse property of the matrices, we let h be
the max of the number of non-zero entries of the matrices A,B and C.

Theorem 5.2.1. There exists a parameter choice for which Marlin is a universal
trusted setup zkSNARK in the AGM for the Rank-1 Constraint System relation
(Eq. 3.8) with times and sizes dominated by the quantities given in Table 5.2

Prover time O((h+ b log(h+ b)) op

Proof size 13 G1 + 8 Fp

Verifier time O(k + log(h)) op

Table 5.2: For sizes, G1 denotes elements of G1 and Fp denotes elements of Fp.
For computational cost, op denotes field operations

Since the setup protocol is trusted universal, and the sizes used in the protocol are
only an upper bound on the maximum allowed size for the R1CS constraint that
one chooses to consider, a common practice is to set up in a trusted environment
a partial public key that is “big enough”, that is at least of the maximum size
of R1CS that one think might need (though the bigger the partial public key
the bigger the security parameters must be which imply heavier computation,
so the bound better be reasonable) and then update it for any particular R1CS
considered.
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5.3 Plonk

In 2019 Gabizon et al. [4] proposed Plonk, a zkSNARK system which applies to
arithmetic circuits with fan-in two and unlimited fan-out gates. While the main
recipe for the proposed system is not inherently zero-knowledge, they give a zero-
knowledge implementation for arithmetic circuits which is knowledge-sound in the
Algebraic Group Model, linear prover time in the circuit size and constant proof
size and verifier time, though sligthly larger than Groth16’s.

While we will use Plonk to refer to the specific instantiation based on the KZG
commitment scheme given in the original work by Gabizon et al., it is worth noting
that the Plonk paradigm can be instantiated with different polynomial commit-
ment schemes and can even be extended to arbitrary arithmetic gates, other than
the standard addition and multiplication. Such protocols are often referred to as
Plonkish or based on Plonkish arithmetization.

First, we define a constraint system23 over vectors a, b, c ∈ {1, . . . ,m + n}m+k

and qL, qR, qOqM , qC ∈ Fm+k
p : we say that the vector z ∈ Fm+n

p satisfies the
constraint system if for i = 1, . . . ,m+ k it holds

(qL)i · zai + (qR)i · zbi + (qM)i · (zaizbi) + (qO)i · zci + (qC)i = 0 (5.2)

We think of the vectors a, b, c as the “wiring” vectors which specify inputs and
outputs of the gates, and the vectors qL, qR, qOqM , qC as “selector” polynomials
which specify which part of the constraint should be activated for the given gate.

We use this constraint system to define an arithmetization for arithmetic circuits
with m gates and inputs z1, . . . , zn of which z1, . . . , zk are public and zk+1, . . . , zn
are private.

We consider a vector z ∈ Fm+n
p which extends the original inputs and accounts for

each value assumed by each gate. Then we add constraints to enforce the values
of the public inputs, and this is done by setting the following values for the vectors
defining the constraint system:

ai = i, (qL)i = 1, (qR)i = 0, (qM)i = 0, (qO)i = 0, (qC)i = 0

Note that if left as is, the constraint would enforce that the public input zi satisfies
zi = 0, which is restrictive. Indeed, later we will let the verifier add a shift to qC

which will make the constraint relative to the public inputs become zi = z̄i where
z̄i is the actual value assumed by the public input, which will actually enforce that

23We note that our terminology differs slightly from the terminology used in the article [4]. We
discuss this difference in Appendix A.
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the vector z is compatible with the public inputs. This is done so that compilation
from arithmetic circuit to constraint system can be done without knowledge of the
public inputs, which otherwise would have to be fixed a priori and baked into the
constraint system.

Then for each other gate i we let ai, bi and ci be respectively the index of the left
input, right input and output of the gate. If the gate is a multiplication gate, we
set

(qL)i = 0, (qR)i = 0, (qM)i = 1, (qO)i = −1, (qC)i = 0

Vice versa, if it is an addition gate we set

(qL)i = 1, (qR)i = 1, (qM)i = 0, (qO)i = −1, (qC)i = 0

It is trivial to see that the resulting constraint are

(multiplication gate) zaizbi − zci = 0

(addition gate) zai + zbi − zci = 0

In order to allow the verifier to efficiently check that the constraint in Eq. 5.2
holds, the vectors defining the constraint system are converted into polynomials:
given a vector z which the prover claims to be the evaluations of the nodes of the
circuit, we define polynomials fL, fR, fO ∈ F≤m+k

p such that for i = 1, . . . ,m+ k

fL(ω
i) := zai , fR(ω

i) := zbi , fO(ω
i) := zci

where ω is the (m + k)-th root of unity. Additionally, we let qL, qR, qO, qM , qC be
the polynomials which interpolate the corresponding vectors on the powers of ω
as fL, fR, fO do. Then we can rewrite the constraint in Eq. 5.2 as the existance of
a quotient polynomial h such that (hiding the dependence in x of the polynomials
for cleaner notation)

qLfL + qRfR + qMfLfR + qOfO + qC = h · (xm+k − 1)

As we mentioned, in order for this to be reflecting of the actual circuit with the
given public inputs z1, . . . , zk, we also define a polynomial qP which interpolates
the public inputs on ω, . . . , ωk and equals zero on the other powers of ω, so that
the check

qLfL + qRfR + qMfLfR + qOfO + qC − qP = h · (xm+k − 1) (5.3)

is equivalent to the circuit constraint.

However, there is a subtlety which we have not yet discussed, regarding the valid-
ity of the polynomials fL, fR and fO. Indeed, even if a prover is able to convince
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a verifier that the polynomial equation holds, it still might be the case that fL, fR
and fO are not valid, meaning that they do not faithfully represent the values of
the gates in the circuit, as nowhere in the check is enforced that the value of a
gate used when checking its output and the value of the gate when used as an
input are equal. When considering the situation where the output of gate i is fed
as left input of gate j, then we have ci = aj which, as long as we only care about
z, implies zci = zaj . However, once we transition to the polynomials fL and fO,
if these are not constructed honestly then it might happen that fO(ω

i) ̸= fL(ω
j)

which does hold true in an honest computation.

In order to enforce that the polynomials fL, fR and fO are compatible (that is, the
value of the output of a gate remains the same when it is being used as an input to
some other gate), the authors implement a new protocol called permutation check.
The (extended) permutation check for polynomials is a protocol which does the
following. Given polynomials p1, . . . , pk, q1, . . . , qk ∈ F≤d

p [x], values r1, . . . , rn and
a permutation σ over the indices 1, . . . , kn, let p(1), . . . , p(kn) and q(1), . . . , q(kn) be
defined as

p((j−1)n+i) := pj(ri), q((j−1)n+i) := qj(ri)

Then the permutation check checks that, for every t = 1, . . . , kn, it holds q(t) =
p(σ(t)).

In order to understand the point of the permutation check (and which permuta-
tion we are considering), first we consider the following toy example.

Suppose we have values r = (r1, . . . , r5) and let σ = (1 2 3)(4 5). If we can prove
that for i = 1, . . . , 5 it holds ri = rσ(i) then we get that

r1 = r2 = r3, r4 = r5

We use a similar idea to force f△(ω
i) = f□(ω

j) when necessary. We let v =
a||b||c ∈ {1, . . . ,m+ n}3(m+k), and for each i = 1, . . . ,m+ n we define

Ti := { j | vj = i }

Then we define the permutation σ over the indices 1, . . . , 3(m + k) composed of
m + n cycles such that the i-th cycle is a |Ti|-cycle over the entries of Ti. Notice
that with these definitions if for some i1, i2 it holds ai1 = bi2 , then these ai1 , bi2
would correspond to some vj1 , vj2 where j1 and j2 must belong to the same Ti. We
argue that if we can prove that the polynomials fL, fR, fO satisfy the permutation
check against themselves on points ω, . . . , ωm+k with the σ we constructed, we
actually get the guarantee that were looking for.
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Suppose that the permutation check passes. As an example, suppose that for some
i1, i2 it holds ai1 = ci2 . Our goal is to show that it also must hold fL(ω

i1) = fO(ω
i2).

By the definition of v we have that ai1 is the entry vi1 and ci2 is v2(m+k)+i2 , and
by construction of σ the indices i1 and 2(m+ k) + i2 belong to the same cycle in
σ, which means that up to iterating σ it must hold 2(m+ k) + i2 = σ∗(i1), which
implies

fL(ω
i1) =: f(i1) = f(σ(i1)) = · · · = f(σ∗(i1)) = f(2(m+k)+i2) := fO(ω

i2)

By applying the same strategy on the other pairs of polynomials and indices, we
have shown that indeed the polynomials fL, fR, fO are compatible with each other
in representing the values of the gates when being considered as inputs and out-
puts.

The Plonk protocol is then defined as follows (up to instantiating the actual per-
mutation check and the polynomial commitment scheme used to obtain verified
evaluations of the polynomials)

1. In the setup, public parameters for the commitment scheme and the per-
mutation check are computed. When using the KZG commitment scheme,
these includes values [1], [τ ], . . . , [τ d] for a random secret τ and in a group
compatible with a bilinear pairing. Additionally, the selector polynomials
and the wiring vectors are computed

2. The prover computes the polynomials fL, fR, fO and sends to the verifier
commitments to these polynomials

3. The prover and the verifier run the permutation check protocol to verify the
compatibility of the committed polynomials

4. The verifier computes qP corresponding to the public inputs

5. The prover computes the quotient polynomial h in Eq. 5.3 and sends it to
the verifier

6. The verifier checks the identity in Eq. 5.3 and returns accept/reject accord-
ingly

We note that the protocol as defined is intrinsically interactive, and must be made
non-interactive through the Fiat-Shamir transformation [28]. Additionally, we
note that the protocol as defined now is not zero-knowledge, and in order to make
it so we need to mask the prover’s polynomial with some uniformly random mul-
tiples of (xm+k − 1) so that the resulting commitments become uniformly random
but the constraints are still satisfied. The proof of security for this protocol are
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not necessarily complicated but long, and pass through decomposing the proto-
col in simpler components which assume to have access to some “ideal” trusted
functionality I which allows to do the verified polynomial evaluations, and the
resulting constants are just a matter of summing the constants of the underlying
protocols (verified evaluations through polynomial commitments and permutation
check).

Theorem 5.3.1. There exists a parameter choice for which Plonk is a universal
trusted setup zkSNARK in the AGM for the Plonk arithmetization relation with
times and sizes dominated by the quantities given in Table 5.3

Prover time 11m G

Proof size 7 G + 6 Fp

Verifier time 2 par + O(1) Fp + O(1) G

Table 5.3: For sizes, G denotes elements of G (the group for the polynomial
commitment scheme) and Fp denotes elements of Fp. For computational cost, G
denotes operations (addition and scalar-multiplication) in G, Fp denotes opera-
tions in Fp, par notates pairings

We note that while a numerical confrontation between these protocols is possible,
it is not always straightforward or absolute. As pointed out by the authors of
Plonk when confronting the protocol Marlin, they note that the source for the con-
stants are inherently different, which makes one protocol perform better or worse
than the other depending on the specific problem it is being tested on. Concretely,
whether or not Plonk outperforms Marlin depends primarily on the ratio between
the number of multiplication gates and addition gates of the circuit. At the ex-
tremes, in circuits with almost only multiplication gates, Plonk’s prover time is
a ×2 improvement relative to Marlin’s, while Marlin wins drastically in circuits
composed of almost only addition gates.

Also similarly to Marlin, the setup procedure is trusted universal, which allows
to create initial partial public keys composed of powers [1], [τ ], . . . , [τ d] for a “big
enough” d, chosen based on the size of the circuits that one expects to work
with, and then the partial public key gets updated for the circuit specific public
parameters.

5.4 Powers-of-tau

All of the protocols described so far are trusted setup where the motivation for
the trust requirement comes from the generation of the q-DLOG/q-SBDH basis
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[1], [τ ], . . . [τ d] for a randomly uniform τ . The issue which makes a trusted setup
necessary is that these group elements are used to emulate the evaluations of poly-
nomials at a “random” point: if the point appears to be random (or unknown,
here) to the prover, then by the Schwartz-Zippel lemma we get guarantees on the
related polynomial equality with small and bounded soundness error; otherwise,
if the prover knows the value of τ , the prover can give valid proofs of false equal-
ities. For this reason, the value of τ has to be kept secret, which means that the
party running the setup procedure has to delete it afterwards and make it unre-
trievable. At the same time, the prover and verifier have to trust that the setup
party did not leak the value of τ . While it is true that the value of τ must be
kept unknown or it would allow the prover to prove false statements, there are im-
provements to the setup procedure which somewhat relax the trusted requirement.

In 2022, Nikolaenko V. et al. [30] proposed the Powers-of-tau ceremony, which is a
multiparty computation protocol for generating SRS of type [1],
[τ ], . . . [τ d]. The description of the protocol is quite simple, and basically con-
sists of passing around the SRS and updating it each time by having the current
user give a contribution to the “value of tau”. The first SRS is chosen by the first
user of the multiparty computation round, then at each turn

1. receive [1], [τ ], . . . , [τ d]

2. sample a random δ ← F∗
p

3. for i = 0, . . . , d compute [τ̂ i] := δi · [τ i]

4. output [1], [τ̂ ], . . . [τ̂ d]

It is easy to see that the “new” value of τ̂ corresponds to δτ , which is uniformly
random assuming that either one of δ and τ are uniformly random.

Each contribution has to be validated to make sure that the new output truly
was built on the input and not produced artificially, otherwise, the last party
of the round could output manually sampled [1], [β], . . . , [βd] for some chosen β
and would then be able to prove false statements. This is done by making the
contributor output also a simple zero-knowledge proof based on hash functions to
show that it knows a valid δ that corresponds to the contribution. Let H be an
ideal hash function with output in (or mapped to) Fp, let P1 be the first (non-
[1]) element received by the contributor, and let P ′

1 be the first (non-[1]) element
returned by the contributor. The proof and verification go as follows

Proof generation :

1. sample a random z ← F∗
p
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2. let h← H(P ′
1||P1||z · P1)

3. return π := (z · P1, z + hδ)

Proof verification :

1. parse π = (π1, π2)

2. let h← H(P ′
1||P1||π1)

3. check that π2 · P1
?
= π1 + h · P1

Actually, this only shows that the contributor knows a valid δ for the update of
the first element, so an additional check is required to verify that the contributed
SRS composed of elements which correspond to successive powers of some base.

If the verifications pass, then it holds that the final SRS is composed of [1], [τ ], . . . [τ d]
where

τ = δ1 · δ2 · . . . · δk
is defined by the product of each contribution. Additionally, as long as at least one
of the contribution is honest, then the resulting τ is uniformly random and un-
known by any party. Additionally, in order for the prover and the verifier to trust
that the generated public parameters correspond to an unknown τ , they require
trust in only one of the participant, which does not have to be the same partici-
pant for both prover and verifier. Indeed, if A,B and C take part in the ceremony,
with the prover trusting B and the verifier trusting C, then even if they are not
trusting the same party, at the end of the ceremony they will both trust its output.
This is a very interesting improvement relative to the original setup procedure,
which required the existance of a party trusted both by the prover and the verifier.

This makes the powers-of-tau ceremony an extremely interesting alternative in
contexts where multiparty computation is already accounted for, such as the case
of decentralised applications and blockchain scenarios.



Chapter 6

Transparent zkSNARKs

All the protocols we have discussed so far had a trusted setup procedure, whether
it was strictly trusted or trusted universal. Indeed, protocols like the polyno-
mial equality check and zero check based on the Schwartz-Zippel lemma make it
simpler to design polynomial constraint system which are efficient to verify with
extremely succinct proofs, and the requirement for non-interactivity can be easily
be resolved by hiding the randomness in the setup process which necessarily be-
comes trusted in some way. However, there are more techniques for dealing with
supposed randomness, or at least randomness that cannot be controlled by the
prover, such as using hash functions modelled in the Random Oracle Model. This
solution was already being used in part by some protocols which were designed as
interactive and then made non-interactive through the Fiat-Shamir transforma-
tion [28], which in short simulates the random challenges of a verifier by creating
the challenges with an (ideal) hash function in such a way that the objects against
which the challenge is being made are committed before the challenge is created
(which in practice means adding the commitments to the objects are added to the
input of the hash function), so that they cannot be changed afterwards24.

Newer research has focused on protocols which, through similar techniques to the
one we just discussed, are able to work with a transparent setup process, which
makes them more suitable where a trusted party is not available.

We will now analyze two of the most prominent transparent setup zkSNARKs in
the current literature, the Hyrax protocol [5] and the Virgo protocol [6], both based

24Notice that it is not straightforward to make a transparent protocol. One might think that
we could adapt the previous protocols to replace the randomness from the setup with some
randomness of a hashed commitment. The issue is that as we discussed the randomness must
be created from the commitment, and in the schemes we discussed the commitment were of the
form [p(τ)] which requires to have already generated the randomness for [τ ], . . . , [τd], which
creates a circular dependency of commitment and randomness.

67
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on the GKR protocol for delegated evaluation of layered arithmetic circuits.

6.1 Hyrax

Hyrax is a zkSNARK for layered arithmetic circuits proposed by Wahby et al. [5]
with transparent setup. It is based on the GKR protocol and relies only on the
Random Oracle Model and the Discrete Logarithm assumption for security. Ad-
ditionally, it can be optimized for circuits with a data-parallel structure, meaning
circuits with repeating blocks of a subcircuit with independent inputs, and it ex-
poses a parameter which can be used to tune the trade off between proof size and
verifier time.

Hyrax uses a novel definition of homomorphic commitment scheme which are re-
quired to be binding, hiding, and extended with the following three additional
protocols

proof-of-opening : a zero-knowledge proof which allows the prover to prove
that it knows a valid opening of a given commitment, without revealing the
opening

proof-of-equality : a zero-knowledge proof which allows the prover to prove that
two commitments com0, com1 open to the same value, and that the prover
knows the opening

proof-of-product 25 : a zero-knowledge proof which allows the prover to prove
that given commitments comx, comy and comz, they open to values x, y, z
such that z = x · y, and that the prover knows the opening

As an example, which is also the commitment scheme used by the authors in the
Hyrax instantiation, the standard Pedersen commitment scheme is both homomor-
phic and it is shown to support these protocols.

This type of commitment scheme allows the authors to implement two improve-
ments. First, it allows to avoid the reliance on the q-SBDH assumption, in favour
of the weaker (meaning better) standard Discrete Logarithm assumption. Second,
by implementing an additional proof-of-dot-product protocol, they can batch all the
checks of the sumcheck protocol used in GKR into one check done by the prover.
Additionally, since all the computation for the GKR protocol is done through the
committed values and the commitment scheme is chosen to be hiding, the po-
tential “flaw” of GKR not being zero-knowledge is automatically resolved, as the

25this claim can be trivially checked for the case z = x + y since the commitment scheme is
homomorphic.
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committed values reveal no information on the original values (as they appear
uniformly random) and can be simulated by a simulator.

Additionally, since this approach of sumcheck-through-commitments requires com-
mitting to the witness inputs which are needed for the final check in the GKR pro-
tocol, they improve an existing polynomial commitment scheme based on matrix
representation of a polynomial to produce a polynomial commitment scheme with
O(Sp) communication and O(Ti) verifier runtime where Sp · Ti = |w|, which is
the source of the trade off between proof size and verifier time which mentioned
before. The reason for a polynomial commitment scheme instead of the extended
commitment scheme is that the authors commit to the multilinear extension w̃ of
the polynomial which interpolates w over binary strings.

With all the optimizations implemented, the Hyrax protocol is a zkSNARK for
layered arithmetic circuits which is secure in the Random Oracle Model under the
Discrete Logarithm assumption with sizes given in Table 6.1

Prover time O(|C|)
Proof size ≈ (10D log(W ) + Sp) G

Verifier time O(k +D log(W ) + Ti)

Table 6.1: |C| denotes the size of the circuit, D its depth and W its width, k is the
size of the public inputs. Sp and Ti are tunable parameters. G for a size denotes
group elements in G deriving from the commitment scheme

6.2 Virgo

In 2020 Zhang et al. [6] proposed Virgo26, an efficient zkSNARK for layered arith-
metic circuits. Similarly to Hyrax, it is based on the GKR protocol, does not
require a trusted setup and results in succinct polylogaritmic proof size and veri-
fier time. For these reasons it has been adopted in various applications.

The GKR protocol is already efficient and sound for the verification of the cor-
rect evaluation of a circuit, but it lacks some features which are required for a
zkSNARK. First of all, it is interactive, however as in many of the examples we

26Note that this is a bit imprecise as the original authors use “Virgo” only for the C++ imple-
mentation of the proposed protocol (and not the protocol itself), which specialises the protocol
to specific finite fields for efficiency on real hardware. Despite this, we will use “Virgo” for
the protocol itself just to have a name to reference it instead of “the zkSNARK proposed by
Zhang et al.”
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discussed before this can be resolved via the Fiat-Shamir transformation [28].
Then, the protocol itself is not a complete proof as it only reduce the original
check to a check on the inputs of the circuit, which is not an issue in the con-
text of delegated computation but is not compatible with the zkSNARK scheme
where part of the inputs are considered part of the witness w hence private, which
means that the verifier does not have (and must not have, for zero-knowledge)
access to them or any correlated information. Lastly, at each step of the recursion
in the GKR protocol, the evaluations queried by the verifier leak information on
the polynomials.

The second issue is resolved through the means of what the authors define as a
zero-knowledge Verifiable Polynomial Delegation (zkVPD) scheme. A zkVPD is
similar to the definition of polynomial commitment scheme in that it allows to
obtain evaluations and proof of evaluations of a committed polynomial, with two
small differences: first of all, as the name suggests, it requires an additional zero-
knowledge property which similarly to other protocols requires the existence of a
simulator which produces transcripts which are (computationally) indistinguish-
able from real transcripts; additionally, the definition is given for an interactive
protocol, though it is easy to see how it can be adapted to the definition of poly-
nomial commitment scheme when using the Fiat-Shamir transformation, which
the authors end up using for the definition of Virgo either way.

The zkVPD proposed by the authors uses a Merkle Tree for the commitment part,
which, as opposed to the protocols we discussed in the trusted zkSNARK section,
allows to commit to the polynomial without prior randomness. The commitment
of a polynomial f is done by first interpolating the coefficients of f on a multiplica-
tive subset H (which for a suitable finite field Fp can be the set of n-th roots of
unity), masking it with a random multiple of the vanishing polynomial over H and
then committing via Merkle Tree to the evaluations of this masked interpolating
polynomial on a set U = L \ H where L ⊃ H is a larger multiplicative subgroup.
The zkVPD then allows to open to evaluations over U without leaking information
(which would be leaked with evaluations over H).

As for the last issue, namely the leakage of information in the evaluations of the
recursive steps, the authors mask the polynomial Vi of Eq. 4.2 scheme with a ran-
dom multiple of the polynomial

∏si
i=1 xi(1−xi), since it vanishes over the vertices

of the hypercube {0, 1}si hence does not change the result of the sumcheck, and
results in a random mask elsewhere.

Putting everything together, the Virgo protocol is a zkSNARK for layered arith-
metic circuits which is secure in the Random Oracle Model with sizes given in
Table 6.2 (Theorem 3 of [6]).
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Prover time O(|C|+ n log(n))

Proof size O(D log(|C|) + log2(n))

Verifier time O(k +D log(|C|) + log2(n))

Table 6.2: |C| denotes the size of the circuit, D denotes the depth of the circuit,
n is the size of the total input length of the circuit and k is the size of the public
inputs



Chapter 7

ZKP libraries and DSL

While we have already discussed in depth the theoretical aspects of these proto-
cols, we have yet to consider the availability and practicality of these in possible
applications. In order to provide a complete comparison we analyse the current
landscape of existing frameworks for ZKP applications.

The existing families of frameworks for ZKP applications can be divided into li-
braries and domain specific languages (DSL). While libraries expand existing and
standardized programmin languages such as Rust or JavaScript, a domain specific
language defines a new ad-hoc programming language dedicated solely to a spe-
cific domain, which in this case is ZKP protocols. Note that we are focusing on
multi-purpose frameworks rather than application-specific frameworks, which are
out of the scope of this work.

We will give e brief overview of the usage of the considered framework, as well as
the list of the available ZKP backends.

7.1 Libraries

We start by considering libraries available for existing languages. We chose to
focus on snarkjs and arkworks, which are respectively libraries for JavaScript and
Rust, for two reasons: first, they are two of the leading libraries for ZKP ap-
plications; second, they are libraries for languages which sit at opposite points in
portability and efficiency. On one side we have JavaScript, an interpreted language
which prioritizes usability and simplicity for which a runtime exists on virtually
every platform imaginable. On the other we have Rust, a compiled language with
focus on rigor and memory-safety, which compiles to extremely efficient programs.
Between them they cover a wide range of possible applications with different re-
quirements, from web frontends to low level embedded systems.
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Circom+ snarkjs

The snarkjs27 library is a JavaScript library which can be used to create and val-
idate proofs of R1CS constraints generated in Circom28, which itself is a DSL for
writing arithmetic circuits which compiles to R1CS constraint systems.

Since snarkjs works on Circom programs, we start by considering the Circom lan-
guage. We note that Circom is of independent interest, and many other frameworks
have a compatibility layer with it.

In Circom, circuits and subcircuits are defined as templates. A template defines
internally some signals corresponding to the wires of the circuit, with the possi-
bility of adding input and output keywords to specify the inputs and outputs of
the circuit. Signals can then be receive assignment values through the assignment
operator <== which automatically adds the relative constraint in the compiled
result. Additionally, one can use the <-- operator to define operations which do
not automatically convert to R1CS constraint, though it should be used with care
exactly for this reason.

With a valid .circom file defining a circuit one can use Circom to compile it into a
.r1cs file that represents the circuit satisfiability constraint in R1CS form. Hav-
ing the .r1cs file, one can use the snarkjs library to create a ZKP system for this
constraint. The snarkjs library can be used both as a library inside a runtime such
as NodeJS or a browser, as well as a standalone binary which can be installed
through npm. Either way, the process then starts with creating public parameters
for the protocol. The snarkjs library allows to use Groth16, Plonk or FFlonk (a
variant of Plonk) as backends for the ZKP protocol, all of which require a trusted
setup for the public parameters, by generating values [1], [τ ], . . . , [τ d]. This is done
through the Powers-of-tau procedure detailed in Section (5.4). An additional step
for the public parameters generation is required when using Groth16 since the
setup in this protocol is not universal.

The prover has then to create the extended form of the witness based on the valid
inputs (see the end of the Subsection 3.2.2 for any doubts about the need of an
extended witness), and can then select any of the exposed protocols to generate
the proof of the satisfiability of the constraint for the created witness with the
chosen ZKP backend. A verifier can then take the verification key generated with
the public parameters and the proof to check its validity.

We note that snarkjs allows to export the verifier process as a Solidity smart

27https://github.com/iden3/snarkjs
28https://docs.circom.io/

https://github.com/iden3/snarkjs
https://docs.circom.io/
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contract, used for the Ethereum blockchain and EVM-compatible blockchains.
This allows the development of decentralised applications involving ZKP systems
through snarkjs

arkworks

arkworks[31] is a Rust library, or more precisely an ecosystem of libraries, which
exposes interfaces for zkSNARKs as well as the necessary cryptoraphic primitives
for building zkSNARKs, such as finite field and elliptic curves arithmetics and
R1CS constraints.

The arkworks ecosystem exposes different zkSNARK proving systems, such as
Groth16, Marlin and gm17 (the protocol inspired on Groth16 which solves the mal-
leability through simulation extractability), as well as other non-generic proof
systems that do not target R1CS or circuit contraints, such as inner pairing prod-
uct arguments.

The implementation of ZKP protocol is certainly not as straightforward as the case
of snarkjs, particularly because it varies slightly depending on the chosen proving
system. As for the positives, it offers the security of use of a strongly typed lan-
guage, as well as the compile time guarantees of memory safety that come with
Rust.

Overall, writing a ZKP application in arkworks requires a deeper knowledge of
the chosen proving system than a similar implementation using snarkjs, but it
allows the developer to write the implementation and the constraint system in
the same language of the rest of the application (with access to Rust’s powerful
macro system for advanced developers) instead of relying on the external language
Circom.

7.2 Domain Specific Languages

We now analyse domain specific languages (DSL) for ZKP and zkSNARK appli-
cations. The advantage of these DSL is that, by being developed for a specific
domain instead of being general-purpose language, usually simplify the process of
integration of ZKP protocols relative to a similar implementation with a library
for an existing language, reducing or eliminating the required knowledge of the
involved cryptographic protocols. On the other side, these are completely new and
separate languages, which comes with some downsides. First of all, they require
learning a new environment, which while simplified might not be straightforward.
Additionally, by the nature of being separate language, these DSL solutions re-
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quire additional compatibility layers in order to be used with other systems, which
are necessarily required since the specificity of the language prevents it to be used
for anything other than the ZKP protocol implementation. Lastly, by being sep-
arate languages they do not come with the environment and tools which existing
languages have already.

Despite the downsides, DSL for ZKP are a great option in implementing ZKP
applications, given that they are build precisely for this purpose.

ZoKrates

ZoKrates29 is a domain specific language with a Rust-like syntax for developing
ZKP applications and deploying them through Solidity verifiers, for Ethereum
blockchains and EVM-compatible blockchains.

ZoKrates uses by default the arkworks ecosystem under the hood, meaning that it
has access to the same ZKP backends, namely Groth16, Marlin and gm17. Users
can also specify to use bellman (another Rust library for ZKP, though less devel-
oped) as different backend through command line arguments, but this restricts
the choice of protocols to only Groth16.

Defining a constraint system to be used in ZoKrates requires only defining a main

function with public and private inputs. The constraints are enforced by the use
of assert commands which take in input a boolean result (for example obtained
by checking that the result of a computation is equal to some other value) and
assert it to be true.

An interesting but complicated restriction in writing a constraint in ZoKrates
is that while execution is allowed to branch (with if/else statements), both
branches are always executed, and only the “correct” branch is used for the re-
turn value. The reason behind this restriction is the internal circuit conversion,
which does not allow conventional branching flow and must resort to arithmetic
tricks to mimic conditional branching, such as multiplying by zero the result of
the undesired branch.

In ZoKrates, many cryptographic primitives such as common hash functions are
already implemented, further simplifying the development of ZoKrates programs.
It also offers the same Powers-of-tau ceremony for the generation of the public
parameters for the protocols.

29https://zokrates.github.io/

https://zokrates.github.io/
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Lastly, while ZoKrates is mainly a DSL, it can also be used as a library for
JavaScript throught the zokrates-js package. We note that the development of this
library seems to have stopped two years ago with the last version being 1.1.9.

Noir

Similarly to ZoKrates, Noir30 is a domain specific language with a Rust-like syn-
tax, with a focus on deploying applications to on-chain environments. Similarly
to ZoKrates, it also comes with the JavaScript+TypeScript library noir js, with
a much more active development though still in beta. This JavaScript library
allows developers to deploy Noir programs on different environments such as web
applications.

The main strength of Noir is its extensibility: while other libraries and languages
have a fixed set of available ZKP protocols, Noir is backend-agnostic, meaning
that it has support for third-party implementations of the ZKP backend. Noir de-
faults to its first-party backend, Barretenberg, which uses variants of Plonk, namely
MegaHonk, UltraHonk and CHONK (a Client-side Highly Optimized variant). We
note that the Aztec Labs company, which develops Noir and Barretenberg, is also
the one which developed the original Plonk protocol.

As for the extensibility, the environment of third-party backends is mainly community-
driven and not particularly rich, though there exists a curated list31 on GitHub
with references for third-party backends, as well as many more useful resources.

Finally we note that differently from ZoKrates, Noir allows deployment both through
a Solidity verifier, which can be used on Ethereum or EVM-compatible blockchains,
as well as through an Aztec smart contract for the Aztec Network.

A comparative summary of the analyzed frameworks is provided in Chapter 8.

30https://noir-lang.org/
31https://github.com/noir-lang/awesome-noir?tab=readme-ov-file#proving-backends

https://noir-lang.org/
https://github.com/noir-lang/awesome-noir?tab=readme-ov-file#proving-backends


Chapter 8

Comparison of frameworks and
protocols

We now give an in-depth comparison of the analysed protocols, focusing both on
theoretical and practical aspects. The protocols which will be compared are the
protocols analysed in Chapters 5 and 6, namely Groth16, Plonk, Marlin, Hyrax and
Virgo.

We start from a practical point of view. We list in Table 8.1 the results discussed
in Chapter 7.

Note that only some of the considered protocols, particularly only the trusted
setup ones, have some form of representation in the existing libraries. This is
almost true even for Noir: among the available third-party backends in the cu-
rated list32 only one of them implements a ZKP protocol which does not require
a trusted setup; it is the ProveKit backend33 by the World Foundation which im-
plements the Spartan zkSNARK [32], which requires no trusted setup.

There are several plausible reasons for this absence of transparent protocols in the
current ecosystem. First of all, the developments on transparent zkSNARKs are
more recent than the initial work on trusted setup zkSNARKs, so it is possible
that the ecosystem simply had not enough time to adapt. The presence of at
least one third-party backend for Noir with a zkSNARK which does not require a
trusted setup could be signalling a change in this direction. The second reason is
a computational vs security trade-off: generally speaking, trusted setup protocols
usually have either a lower setup cost or lower prover runtime than transparent
protocols, at the cost of a trusted environment; however, given the existance of the

32https://github.com/noir-lang/awesome-noir?tab=readme-ov-file#proving-backends
33https://github.com/worldfnd/ProveKit
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Type Best use case
Requires knowledge

of protocols
Supported
protocols

Maturity

snarkjs
Library
(JS)

Web applications
Fast prototyping

On-chain integration
No

Groth16
Plonk
FFlonk

High

arkworks
Library
(Rust)

Backend systems
High-performance applications

Custom implementations
Somewhat

Groth16
Marlin
gm17

High

ZoKrates DSL
On-chain applications

Quick development without
deep cryptographic knowledge

No
Groth16
Marlin
gm17

High

zokrates-js
Library
(JS)

* No
Groth16
Marlin
gm17

Stale

Noir DSL
On-chain applications

Modular systems
Extensible architectures

No
Plonk

variants
High

Noir js
Library
(JS)

* No
Plonk

variants
High

Noir +
3rd party
backend

DSL
Experimental setups

Advanced users needing
specific backends

No * Medium/low

Noir js +
3rd party
backend

Library
(JS)

* No * Medium/low

Table 8.1: Overview of the analysed libraries and DSL.

Powers-of-tau setup procedure and the fact that many of these libraries natively
target decentralized environments, it is quite tempting to choose a more efficient
trusted setup protocol and solve the trust requirement in multi-party computa-
tion, requiring only one of the many parties involved to be trusted. Note that
this is an incomplete security argument, as the difference between a trusted and a
transparent protocol can be in the model used for security: as we will discuss more
in details below, some models are considered more standard and tested than oth-
ers, which can give more or less reassurance on the security of the chosen protocol.

Another obstacle in choosing the correct protocol for a given application is that, as
we have seen, even the trusted setup protocols are not all available in all the frame-
works, and not all the frameworks have the same purpose or target. ZoKrates and
Noir are mainly DSL targeting decentralized or on-chain applications, with the ad-
ditional possibility of deploying on a JavaScript runtime with a JavaScript library
which is more or less maintained depending on the DSL. snarkjs and arkworks, on
the other side, have the primary focus of being libraries for generic purpose appli-
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cations in different environments. This means for example that in implementing
an application not targeting on-chain environments, such as a frontend-backend
webapp with SSI authentication or a service provider providing delegated verifi-
able computation, the set of available zkSNARKs is restricted to the ones offered
by the libraries. This could be an issue if the application requires the usage of a
transparent zkSNARK for security reasons, which right now is only kind of pos-
sible through Noir.

We now take into consideration the theoretical aspects of each protocol. We sum-
marize the computational costs of each protocol in Table 8.2, and the properties
of each protocol in Table 8.3. We also report the empirical computational costs
of the available protocols when instantiated over a matrix multiplication circuit
through the frameworks in Table 8.4, as reported in [8].

Prover time Proof size Verifier time

Groth16 O(n+m) 2 G1 + 1 G2 O(k) op + 3 pair

Marlin O((h+ b log(h+ b)) 13 G1 + 8 Fp O(k + log(h))

Plonk O(m) 7 G + 6 Fp O(1) op + 2 pair

Hyrax O(|C|) O(D log(W ) + Sp) O(k +D log(W ) + Ti)

Virgo O(|C|+ n log(n)) O(D log(|C|) + log2(n)) O(k +D log(|C|) + log2(n))

Table 8.2: Overview of computational costs of the protocols Groth16, Marlin, Plonk,
Hyrax, and Virgo. For the meaning of the constants, refer to the respective sections.

Setup
Security

assumption
Security
model

Post-quantum

Groth16 Trusted q-SBDH GGM No

Marlin Trusted universal q-SBDH AGM + ROM No

Plonk Trusted universal q-SBDH AGM + ROM No

Hyrax Transparent DL ROM No

Virgo Transparent Hash ROM Plausibly

Table 8.3: Overview of computational properties of the protocols Groth16, Marlin,
Plonk, Hyrax, and Virgo.

Setup procedure

The most evident difference between these analysed protocols is in the setup proce-
dure. The protocols can be categorized as follows: Groth16 has the most restricting
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Setup
runtime (ms)

Prover
runtime (ms)

Communication &
proof size

Verifier
runtime (ms)

Groth16/snarkjs 3113 1410 802 B 804

Groth16/arkworks 31 45 128 B 2

Groth16/ZoKrates 609 622 128 B 310

Marlin/arkworks 423 403 951 B 25

Plonk/snarkjs 190632 282897 2 KB 686

“Plonk”/Noir - 6972 2 KB 6037

Table 8.4: Empirical computational costs of the protocols Groth16, Marlin, and
Plonk, when instantiated over a matrix multiplication circuit through different
frameworks, as reported in [8]. The prover runtime of Noir includes the runtime
of the setup procedure.

setup procedure, being trusted and not universal; Marlin and Plonk require a uni-
versal trusted setup, which allows to update the public parameters for each new
circuit; Hyrax and Virgo have a transparent setup. This means that in contexts
where the proof circuits change or are updated often, it might be undesirable to
use Groth16 since it requires the existence of a trusted third party for each circuit
update. Conversely, the other protocols require a trusted third party either just
once (up to a given circuit size limit) or never at all. We keep in mind that the
existance of the Powers-of-tau protocol can serve to simplify the requirement of a
trusted setup for these protocols.

Computational costs

We now compare the computational costs. Looking at the results from [8] reported
in Table 8.4, we notice that the empirical costs are naturally influenced both by
the properties of the protocol and the nature of the chosen framework.

While theoretically all the protocols have a prover runtime which is linear in the
circuit size34, the actual costs differ of multiple order of magnitudes. On one side,
this is the understandable effect of the hidden constants of the O notation. On
the other side, however, such differences are present even in implementation that
should be theoretically identical, and differ only in the implementation language:
looking at the prover runtime of Groth16 (the most represented protocol over the
frameworks), and considering the arkworks implementation as the baseline, we get
a ≈ ×13 runtime increase in ZoKrates, and a ≈ ×31 runtime increase in snarkjs.

34This argument is a bit more complicated for Groth16 and Marlin which are not based on circuit
relations, rather QAP or R1CS deriving from circuit relations, although as we have discussed
in a previous chapter they have size which is linear in the original circuit.
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This has two important implications in our comparison.

First of all, we see that efficiency-wise the choice of framework is just as important
(if not more important) as the choice of protocol, as the implementations which
should be equivalent end up having wildly different runtimes and costs depending
on the language or DSL. This is surprisingly true not only for the runtimes, but
also for the sizes: a Groth16 proof is only 128 bytes in arkworks, while 802 bytes in
snarkjs, which is a ×6 increase (it should not surprise that Groth16/arkworks and
Groth16/ZoKrates have the same proof size with different runtimes, as ZoKrates
uses arkworks under the hood, meaning an additional runtime overhead but same
proof serialization).

Secondly, it means that it becomes more difficult to make a “fair” comparison
between protocols which have not been implemented in the same framework: for
example, from the theory we see that a Marlin proof should larger than a Plonk
proof, with twice the group elements and extra field elements; however, since Mar-
lin is only implemented in frameworks which do not implement Plonk, the only
points of comparison available become the arkworks implementation of Marlin and
the snarkjs implementation of Plonk, resulting in a Marlin proof size of only 905
bytes, roughly ×2 smaller than Plonk’s proof size over snarkjs. At the same time
we should keep in mind that the Plonk/snarkjs case has size overhead given by
snarkjs, similarly to the Groth16/snarkjs case: if we suppose a similar ×6 overhead,
we get that a theoretically equivalent implementation of Plonk over arkworks might
have a proof size of ≈ 359 bytes, which would be a ×2.65 decrease in comparison
to Marlin and closer to what we would expect theoretically.

As for Hyrax and Virgo, we can only discuss the computational costs in theory,
as they have no representation in the frameworks. From the theory we get that
they also have linear or quasi-linear prover runtime, and they both have polylog-
arithmic proof size and verifier time. While this is still a succinct result, it is a
downgrade when compared to the constant sizes of the other three protocols.

In summary, given the limited representation of protocols in the frameworks, the
practical computational comparison does not strictly reflect the results from the
theory. The most efficient solution both in runtime and size is Groth16/arkworks
winning by at least an order of magnitude over all the other available solutions.
As for the rest, we can see a trend of increasing computational costs, with arkworks
being the most efficient solution available, followed by ZoKrates with an order of
magnitude increase, followed by Noir, and then snarkjs losing in all comparisons.
Protocol-wise, the results confirm Groth16 being the most efficient independently
of the chosen framework, again by at least an order of magnitude in all the metrics,
with a not so clear empirical comparison between Marlin and Plonk. We also recall
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the result from [4] which shows that the prover runtime comparison of Marlin and
Plonk is complex, as it heavily depends on the nature of the considered circuit,
and should be done on a case-by-case basis for practical results.

Usability

Regarding usability, we note that the protocols are not equivalent, with the main
difference being that Hyrax and Virgo work only for layered circuits, rather than
generic circuits. We noted that any arithmetic circuit can be given layered struc-
ture at the cost of additional gates, which in turn increases the computational
costs of the protocol. However, for circuits which are naturally layered and have
a parallel structure (that is, they are composed of parallel identical subcircuits),
Hyrax becomes an interesting choice since it can be highly parallelized to increase
its efficiency.

Security assumptions

Finally, we discuss the security assumptions and guarantees of the considered pro-
tocols. The main distinction between these protocols is the models in which the
security proofs are done, which are the Generic Group Model with the q-SBDH
assumption for Groth16, the Algebraic Group Model (plus the Random Oracle
Model necessary to guarantee security with the Fiat-Shamir transformation to
make the interactive protocols non-interactive) with the q-SBDH assumption for
Marlin and Plonk, the Random Oracle Model with the DL assumption for Hyrax
and just the Random Oracle Model for Virgo. These models and assumptions have
different security implications.

Regarding Groth16, the GGM is a stronger assumption compared to the AGM,
making Groth16 theoretically weaker compared to Marlin and Plonk which require
only the AGM. At the same time, there is an argument to be made against Marlin
and Plonk since they require the Fiat-Shamir transformation in order to be made
non-interactive, and the discussion on whether the Fiat-Shamir transformation is
secure or not is a delicate argument. On one side, Goldwasser & Kalai [33] proved
that the Fiat-Shamir transformation can be insecure in some ad-hoc protocols. At
the same time, a more recent result [34] shows that a strong variant of the Fiat-
Shamir (which uses not only the transcript but also the statement in generating the
challenge) can provide stronger security. Finally, there is a theoretical result [35]
showing the impossibility of a security proof for the Fiat-Shamir transformation
as a black-box on a particular set of interactive protocols. Despite these results,
the Fiat-Shamir transformation is an accepted and industry standard method and
implementations of hash functions used for this transformation are under extreme
scrutiny, making the previous considerations relevant only for applications where
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the security is critical.

At the same time, the AGM is still a somewhat discussed model for security, mak-
ing the transparent protocols an interesting option in respect to Marlin and Plonk.
Additionally, Hyrax requires only the DL assumption, which is both well studied
and weaker than the q-SBDH, and Virgo does not even require the DL assumption,
relying only on the ROM and hash functions for security. These facts make Hyrax
and Virgo theoretically more secure than Groth16, Marlin and Plonk.

We recall that Groth16 has an additional property, namely the malleability of its
proofs, which can be either a feature or a security issue depending on the context.
The malleability can be used to re-randomize existing proofs, giving additional
unlinkability with respect to the prover. At the same time, this property can be
used by an attacker to create new proofs of the same statement, giving the illusion
that the attacker knows the witness. Whether this is an issue or not depends on
the scenario, mainly depending on whether it is possible and makes sense to accept
multiple proofs of a single statement, or if each statement is globally accepted at
most once. If this were to be an issue, it can be either solved while keeping Groth16
with the additional usage of a signature scheme.

Post-quantum safety

There is also an argument to be made about post-quantum safety of these pro-
tocols. Groth16, Marlin, Plonk, and Hyrax all rely either directly or indirectly on
the Discrete Logarithm assumption, which is not post-quantum secure. This is an
important consideration for contexts where harvest now, decrypt later (HNDL) at-
tacks are a reasonable possibility: while the discussion on when and how quantum
computers will become a reality is both technical and uncertain, critical appli-
cations with a reasonable potential interest in HNDL attacks by adversaries for
the duration of the next decades should at least keep this consideration in mind.
On the other side, Virgo relies only on the ROM and hash functions, which are
believed to be quantum-resistant, making it an interesting alternative.

Takeaways

• Trusted setup vs transparent protocols is the primary design trade-off.
Trusted setup protocols (Groth16, Marlin, Plonk) offer significantly better
performance in terms of proof size and verification cost, while transparent
protocols (Hyrax, Virgo) remove trust assumptions at the cost of higher com-
putational overhead and larger proofs.

• For computational costs, we see that the most relevant factor is the
choice of framework, as equivalent implementation of a given protocol
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end up having wildly different runtimes and sizes depending on the chosen
framework.

• There exists a natural trade-off between trusted setup and perfor-
mance. Groth16 achieves constant-size proofs and very efficient verification,
making it particularly suitable for applications such as blockchain verifica-
tion, but requires a circuit-specific trusted setup, which may be impractical
in dynamic settings. Marlin and Plonk rely on universal trusted setup, which
allows reuse across multiple circuits, offering a good compromise between ef-
ficiency and flexibility. Their relative performance depends on the structure
of the circuit and should be evaluated case by case.

• Transparent protocols offer stronger security guarantees but lower
efficiency. Hyrax and Virgo rely on weaker and more standard assumptions
(e.g., DL or ROM) and avoid trusted setup entirely, but produce larger
proofs and incur higher verification costs, making them less suitable for
performance-critical applications.

• The current ecosystem strongly favours trusted setup protocols, im-
pacting tools and protocol choices. Most existing libraries and DSLs primar-
ily support Groth16 and Plonk-like systems, while support for transparent
protocols is limited and often experimental, which can constrain practical
choices. Even when a protocol is theoretically suitable, it may not be avail-
able in existing frameworks or may require significant implementation effort,
making the choice of library or DSL a critical factor.

• Security considerations depend on both assumptions and models. Pairing-
based protocols rely on stronger assumptions (e.g., q-SBDH) and specific
models (GGM/AGM), while transparent protocols rely on more standard
assumptions, though often within the Random Oracle Model. The practical
impact depends on the security requirements of the application.

• Application requirements should drive protocol selection. Scenarios with
strict performance constraints (e.g., on-chain verification) tend to favour
succinct zkSNARKs, while applications requiring minimal trust or long-term
security may benefit from transparent constructions.



Chapter 9

Guidelines for adopting ZKPs in
different domains

We now give guidelines, as well as an operative decision table, for the choice
of protocols and frameworks for the implementations of ZKP systems into real
applications. We note that not all the possible scenarios are best fitted to the use of
these guidelines, as some use cases like applications to cross-chain communication
or verifiable machine learning have been more developed than others, with specific
and optimized solutions already existing in the literature. We will discuss these
solutions at the end of the chapter. As for the considered cases, instead of focusing
on the specific use cases we structure the guidelines around the characteristics
of each scenario, to make these considerations applicable to a wider range of
scenarios.

9.1 Parameters for the analysis

We consider the following parameters which characterise each possible use case.
The parameters are grouped into a first set of parameters concerning the security
context, and a second set of architecture context.

1. Security requirements: how critical would a system failure be?

2. HNDL attacks: is the scenario susceptible to harvest now, decrypt later
attacks?

3. Replay attacks: is the scenario susceptible to attacks where an adversary
might reuse a valid proof, or a modified version of a valid proof?

4. Trusted party: is there a third party that every other involved party trusts?

5. Open vs closed environment: are all the parties involved known a priori
and limited in number? Or is this set subject to changes in time?

85
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6. Network structure: does the context naturally predispose a network of
parties, which might facilitate multiparty computation protocols?

7. Circuit renovation: does the application need to prove and verify only a
fixed set of circuits, or does the set of involved circuits change over time?

8. Computation constraint: are any of the parties involved in the protocol
computationally constrained?

9. Communication constraint: is there a limit on the maximum allowed
communication for the protocol?

10. Target environment: how and where is the protocol going to be executed?

We give some concrete examples that will help better understand these analysis
criteria. Note that while the security level is possibly the most important param-
eter in the choice of framework and protocol, it can be only correctly assessed on
the specific context of the use case (taking the first of the following examples, the
criticality of a system failure varies drastically if we’re talking about a frontend
for a banking system versus a frontend for a social media). For this reason, the
evaluation of this parameter will be marked as “depends on the context” in all
the considered scenarios. We stress the importance of a correct assessment of this
parameter, and that this omission is done only because a correct evaluation of the
security requirements can only be done (and must be done) on a specific context-
by-context basis.

First, we consider the case of an authentication protocol for Self-Sovereign Iden-
tity of a decentralised webapp. This scenario has an user playing the role of the
prover, proving to a server playing the role of the verifier that they indeed hold
the claimed identity (which could be bound, for example, to the knowledge of the
preimage of a given hash image). It is characterised as in Table 9.1.

Then we consider the case of verifiable machine learning / verifiable inference, in
which a service provider offers inferences on a private neural network to a cus-
tomer. Here, the customer would like to verify that indeed the inference was done
on the specified model (instead of, for example, a cheaper model to save on costs)
and the service provider wants the model to remain private, hence the service
provider plays the role of the prover and the customer plays the role of the veri-
fier. This scenario is characterised as in Table 9.2.

Lastly, we consider the example of the deployment of some smart contract (for
example via a Solidity verifier, available through most of the considered frame-
works) to a permissioned private blockchain, such as a chain used to document a
producer’s supply chain. This scenario is characterised as in Table 9.3.
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Security
requirements

Depends on the context.

HNDL attacks The scenario is possibly susceptible to HNDL attacks,
given that a decrypt could reveal the authentication se-
crets of the user, which might permit other types of
attacks on future data.

Replay attacks The scenario is susceptible to replay attacks, with an
adversary listening to an authentication proof and trying
to replay it to authenticate as the prover user.

Trusted party We cannot assume the existence of a trusted third party.

Open vs closed
environment

Not all the possible provers with identities nor all the
possible verifiers are known a priori.

Network
structure

Depends on the type of decentralised app.

Circuit
renovation

We can assume that the verification circuit is chosen
once in the development of the application and remains
fixed.

Computation
constraint

The prover is run by a frontend client, possibly on a
mobile device, hence it must be assumed to be compu-
tationally constrained. The verifier is run by a server
which can be assumed to be computationally powerful.

Communication
constraint

The communication has a relatively low cost, hence does
not require extreme efficiency as in other scenarios.

Target
environment

The prover algorithm is going to be executed in a
browser runtime. The verifier algorithm runtime en-
vironment is more flexible and depends on the chosen
backend.

Table 9.1: Characterisation of the SSI authentication use case

9.2 From parameters to guidelines

We now analyse how the characterising parameters of an use case affects the choice
of framework and protocol. We note that each parameter has its own implications,
which in particular might contrast the implications of a different parameter. This
makes it impossible to give a single global guideline on the choice of framework
and protocol. In case of conflicting implications, the choice of which of these
should win depends on the priority of each parameter, framework and protocol
determined by the developer, which ultimately depends on the nature of the use
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Security
requirements

Depends on the context.

HNDL attacks The scenario is less susceptible to HNDL attacks, as a
decrypt would reveal the weights of a by-then-obsolete
model.

Replay attacks The scenario is not susceptible to replay attacks, as
each proof targets a different inference result and has
no meaning on other inference results.

Trusted party We cannot assume the existence of a trusted third party.

Open vs closed
environment

Not all the verifiers are known a priori.

Network
structure

The scenario does not have a network structure.

Circuit
renovation

The circuit is fixed to one per model.

Computation
constraint

The prover is run by a server which can be assumed
to be computationally powerful. The verifier is run by
a frontend client, possibly on a mobile device, hence it
must be assumed to be computationally constrained.

Communication
constraint

The communication has a relatively low cost.

Target
environment

The prover algorithm runtime environment is flexible,
and depends on the service provider architecture. The
verifier algorithm is most likely going to be executed in
a browser environment, or a native app.

Table 9.2: Characterisation of verifiable inference use case

case. The earlier chapters of this work, other than supporting the claims done
in the analysis section, should also serve to give a better understanding of the
frameworks and protocols for an educated choice in case of conflicts.

We divide the guidelines on each of the analysis parameters, making considera-
tions for each of these, analysing the possible “values” of each parameter.
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Security
requirements

Depends on the context.

HNDL attacks Depends on the context and the nature of the smart
contract.

Replay attacks Depends on the context and the nature of the smart
contract.

Trusted party Depends on the context, but there might be a trusted
third party.

Open vs closed
environment

All the provers and verifiers are known a priori.

Network
structure

The scenario has a natural network structure.

Circuit
renovation

The circuit is changed for each smart contract.

Computation
constraint

The prover is run off-chain hence it can be assumed to be
computationally powerful. The verifier is run on-chain
hence it must be assumed to be extremely computation-
ally constrained.

Communication
constraint

The communication and proof end up on-chain, hence
must be extremely efficient.

Target
environment

The prover algorithm can be executed off-chain, the ver-
ifier algorithm must be executed on-chain hence must be
available as a smart contract or solidity verifier.

Table 9.3: Characterisation of smart contract use case

Security requirements

The analysis of the security requirements of the use case is the most important pa-
rameter assessment. Each protocol naturally requires some security assumptions
and models which under which the security holds, meaning that each protocol
has an implicit security risk. This risk varies depending on the strength and the
standard-ness of the assumptions and models required by the protocol. For exam-
ple, Groth16 is secure under the q-SBDH assumption in the Generic Group Model,
both of which are stronger (meaning worse) and less standard than the DL as-
sumption and the Algebraic Group Model used by other protocols. This means
that for example Marlin and Plonk are theoretically more secure than Groth16.

As discussed in Chapter 8, the security assumptions go from stronger (worse) to
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weaker (better), and from less standard to more standard, in the order in which
we analysed the protocols: Groth16, Marlin, Plonk, Hyrax, Virgo. This means that
for critical infrastructure, the best option would be to go with protocols like Hyrax
or Virgo, however as we noted in Chapter 8 these options are lacking in the current
available frameworks. This means that the only ready-to-use solutions available
are, from more secure to less secure, Marlin/Plonk and Groth16. For critical ap-
plications that require the most standard assumptions and models, the arkworks
exposes the cryptographic tools for implementing new proof systems, and Noir
allows the use of third-party backend, which allow the implementation of not-
available proof systems.

We refer to Chapter 8 for a more in-depth comparison of the security assumptions
and models.

HNDL and replay attacks

We start by considering the case of an HNDL-susceptible scenario. The main risk
in this scenario comes from using protocols which are assumed to be secure with
the current developments, but could turn out to be secure in the future. The
first possibility is a protocol which was not secure to begin with, depending on
an insecure assumption. For this possibility, we repeat the discussion done for
the more general security requirements which can mitigate the risk of an insecure
assumption. The additional risk which becomes more relevant for HNDL attacks
is the usage of protocols which are secure but not quantum-resistant: for critical
applications with an estimated duration of decades, it is worth considering the us-
age of a quantum-resistant protocol. Of the analysed protocols only Virgo, which
does not depend on the DL assumption, is plausibly quantum-resistant, while the
other all depend on assumptions which have a quantum attacks which are more
efficient than the corresponding classical attacks.

This presents a similar issue to the one encountered for the general security require-
ments assessment, that is the absence of plausibly quantum-resistant protocols in
the available frameworks. The only available solution, in this case, is an imple-
mentation of a protocol like Virgo with the available tools discussed above.

The possibility of replay attacks is more easily resolved: of the considered pro-
tocols, the only one with malleable proofs (which makes it trivial to regenerate
proofs) is Groth16. For an use case which is susceptible to replay attacks, it is
advisable to use one of the other available protocols. If this is not possible (for
example in scenarios with a heavy computation and communication constraint),
this can also be resolved by also implementing an additional signature scheme for
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the generated proofs.

Trusted party, open vs closed environment, network structure, and cir-
cuit renovation

All the properties listed for this section have direct implications on the choice of
type of protocol, regarding the setup process. We recall that the setup process
can be organised into trusted (Groth16), trusted universal (Marlin and Plonk) and
transparent (Hyrax and Virgo).

If the context includes the presence of a third party which is trusted by all other
involved parties, the most efficient solution is to use a trusted or trusted universal
protocol with the setup procedure executed by the trusted party. However, this
is not likely in the case of open environments, in which parties can join at any
time, making it difficult to establish a globally trusted party. As we discussed
in Chapter 5, a solution which reduces the trust requirements is the execution
of the setup procedure through the Powers-of-tau which most of the considered
frameworks expose. This is particularly practical in closed environments without
a globally trusted party, by making each party participate in the Powers-of-tau
ceremony, or in network-structured environments, which naturally facilitate mul-
tiparty computation protocols.

Lastly, we recall that the issue of a trusted party (or semi-trusted network for
Powers-of-tau) can be reduced to a one-time issue by using a trusted universal
protocol, which allows to generate public parameters in a trusted environment
once, and then regenerate them for each new circuit in a trustless environment.

For contexts without a globally trusted party which do not naturally allow the
execution of Powers-of-tau or with a high circuit renovation frequency, it would
be suggestible to use a transparent setup protocol, though we remark that as of
today the ecosystem of ZKP frameworks has no mature solutions for transparent
protocols.

Computation constraint, communication constraint, and target envi-
ronment

We start by considering whether or not the prover or the verifier are computa-
tionally constrained. As we have discussed in Chapter 8, given the low diversity
of available protocols in the current frameworks, the most influential choice for
computational aspects is the choice of framework: arkworks is the most efficient
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among all the considered frameworks in all the metrics by at least one order of
magnitude, followed by ZoKrates which uses arkworks under the hood, then Noir,
and finally snarkjs. We also note that all the frameworks except arkworks either
compile to an on-chain verifier (which might not be adapt given the context) or
run as a JavaScript library, which has more overhead than a compiled Rust bi-
nary. Additionally, arkworks exposes both Groth16 and Marlin (as well as gm17) as
available backends, making the efficiency of the program more fine-tunable with
the choice of the backend.

As for the protocols, Groth16 is the most efficient of all, followed by Marlin and
Plonk, followed by Hyrax and Virgo. We recall that Hyrax has a fine-tunable pa-
rameter to decrease or increase the verifier runtime at the cost of increasing or
decreasing the proof size. This means that for a computationally constrained
prover or verifier, the better choice would be one of the trusted setup protocols.
We also recall from Chapter 8 that the computational comparison between Marlin
and Plonk is not trivial, and is better done on a case-by-case basis.

As we have discussed in Chapter 8, all the protocols have prover runtime linear
in the size of the circuit, though with slightly different constants. Vice versa,
the verifier runtime varies differently: Groth16 is the most efficient of all, followed
by Marlin and Plonk, followed by Hyrax and Virgo. We recall that Hyrax has a
fine-tunable parameter to decrease or increase the verifier runtime at the cost of
increasing or decreasing the proof size. This means that for a computationally
constrained verifier, the better choice would be one of the trusted setup protocols,
and for a computationally constrained prover there is less of a tradeoff between
the available protocols. We also recall from Chapter 8 that the computational
comparison between Marlin and Plonk is not trivial, and is better done on a case-
by-case basis.

As for the frameworks, the most efficient solution is to use the arkworks Rust li-
brary, which compiles to optimizable binaries. All the other options either compile
to an on-chain verifier (which might not be adapt given the context) or run as a
JavaScript library, which has more overhead than a compiled Rust binary. Addi-
tionally, arkworks exposes both Groth16 and Marlin (as well as gm17) as available
backends, making the efficiency of the program more fine-tunable with the choice
of the backend.

We now consider whether or not the communication is constrained. Note that since
the proof is part of the transcript, the communication size is impacted (mainly)
by the size of the proof of the chosen protocol. We recall that in scenarios which
target blockchain applications, where the proof has to be stored on-chain, com-
munication is severely constrained.
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For the choice of the protocol, the discussion for communication-constrained sys-
tems is analogous to the discussion for computationally constrained systems, given
that in the available protocols the verifier runtime and the proof size are somewhat
correlated (this should not surprise as the verifier has to at least read the proof,
giving a lower bound to the verifier runtime based on the proof size). The most
efficient solution remains Groth16 over arkworks, with an impressive proof size of
128 bytes. Equivalent results are achieved by Groth16 over ZoKrates, followed by
Groth16 over snarkjs, then Marlin over arkworks, and lastly the Plonk (or variations
of Plonk) implementations of snarkjs and Noir. Lastly, Hyrax and Virgo have a the-
oretical proof size which is polylogarithmic, instead of the constant size achieved
by the other protocols, and comparable between each other.

Given that most of the considered frameworks allow the export of some sort of
smart contract verifier, either via a Solidity verifier or an Aztec contract, the re-
striction of an on-chain target environment has the least implications on the choice
of frameworks, excluding only arkworks. As for the choice of protocol, since on-
chain target environments are typically communication-constrained environments,
the same considerations for the communication-constrained systems hold. While
arkworks is the most efficient framework, the choice of ZoKrates results at least in
equivalent proof sizes, while also being available on-chain.

In summary, there is a natural tension between the security requirements and the
efficiency requirements of the system, which must be assessed on a case-by-case
basis. Additionally, we remark that in the current ecosystem of ZKP frameworks
the security-heavy end of the security vs efficiency spectrum of protocols is lacking,
making some of these trade-off inaccessible without an implementation of the
desired protocol with the tools offered by frameworks like arkworks and Noir.

Decision table for adopting ZKPs

We condense the results given by the guidelines in the decision tables given in
Table 9.4. As we noted, the choice of protocol is mostly influenced by the required
security, the possible types of attacks, and the existence of a trusted party, while
the choice of framework is mostly influenced by the computational constraints and
the target environment. The decision tables are intended to be used as follows.

First, the protocol is chosen according to the requirements given by the applica-
tion. Each row represents a possible evaluation of the constraint, and for each
evaluation a checkmark on a given column means that the corresponding protocol
satisfies the given constraint evaluation. The intersection of the results of each
restriction is the list of protocols which satisfy every constraint, among which the
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protocol is to be chosen. After the choice of the protocol, the framework has to
be chosen in a similar fashion. In the frameworks table, an asterisk means that
while the protocol is not implemented in the framework, there are the means to
implement it (as a third party backend for Noir or with the tools exposed by the
ecosystem in arkworks). Since not all frameworks implement all the protocols, and
since some requirements are in a trade-off relation, it is possible that this proce-
dure results in no valid solution, in which case the procedure should be repeated
by relaxing the least critical constraint.

We give an example of an application of these guidelines, by applying them to the
three examples of applications considered in Section 9.1.

The first example of an application was the use of ZKPs for Self Sovereign Identity
authentication for some decentralised webapp. In order to further contextualise
this scenario, suppose that this is the frontend of some decentralised low-traffic so-
cial network or forum. The decentralised nature of this platform allows the usage
of multiparty computation to compute a trusted setup, and since the verification
procedure does not change over time we can treat the “Yes, but once” case as
effectively the “Yes” case, meaning no restriction on the protocol so far. While
there is no risk for HNDL attacks (the most an HNDL attack could find is the
old credentials, which could be simply reset), there is a potential risk for replay
attacks, meaning that the simple use of Groth16 must be excluded. We could use
Groth16 if the proof also included some sort of signature or some server-issued
challenge, and by making sure that the server does not issue the same challenge
twice we can make sure that an authentication proof cannot be replayed. The type
of security required depends on the specific platform, but we can assume that a
low-traffic social network of forum might not require extremely advanced security,
meaning that relying on Marlin, Plonk or even Groth16 could be fine. As for the
target runtime environment, we are targeting a browser frontend, with a moder-
ate computational and communication constraint, making the best fitting choice
Groth16 over snarkjs, with the addition of some server-issued one-time challenge
to prevent replay attacks.

The second example covered the use of a ZKP system for verifiable inference in
a service provider and customer scenario. Given the rapidly evolving nature of
the inference models, as well as their gigantic sizes, this scenario is predominated
by the computational constraints. The only remaining issue is the requirement of
a trusted third party, which is not easily resolved. However, since this scenario
naturally has a designated verifier, we can make the verifier execute the setup
procedure since the verifier will trust themselves, resolving the issue of a trusted
setup procedure. This gives access to Groth16 over arkworks, the most efficient
solution available.
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Is trusted setup possible?

No ✓ ✓

Yes, once ✓ ✓ ✓ ✓

Yes, in MPC ✓ ✓ ✓ ✓ ✓

Yes ✓ ✓ ✓ ✓ ✓

Is increased security required?

Extremely ✓

Yes ✓ ✓

Somewhat ✓ ✓ ✓ ✓

No ✓ ✓ ✓ ✓ ✓

Is PQ security required?
Yes ✓

No ✓ ✓ ✓ ✓ ✓

Are replay attacks possible?
Yes ✓ ✓ ✓ ✓

No ✓ ✓ ✓ ✓ ✓

Computational/communication
constraint

High ✓

Mid ✓ ✓ ✓

Low ✓ ✓ ✓ ✓ ✓
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Target runtime

On-chain ✓ ✓ ✓ ✓

Browser ✓ ✓ ✓

Server ✓ ✓ ✓ ✓

Computational/communication
constraint

High ✓

Mid ✓

Low ✓

Very low ✓ ✓ ✓

Chosen protocol

Groth16 ✓ ✓ ✓ ✓

Marlin ✓ ✓ ✓

Plonk ✓ ∗ ✓ ✓

Hyrax ∗ ∗ ∗
Virgo ∗ ∗ ∗

Table 9.4: Decision table for the choice of protocol and framework. The intended
way to use these decision tables is explained at the beginning of subsubsection
“Decision table for adopting ZKPs”
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Finally, we consider the last example of an on-chain smart contract. To further
contextualise the scenario, we suppose that this smart contract is deploying some
kind of verification check over some private transaction. Given the economic con-
text, and the high possibility of HNDL attacks (which might reveal the identities
behind the private transaction), we have a problematic trade-off between security
and efficiency: on one side, the best fitting protocol security-wise would be a so-
lution like Virgo, given its extremely standard security assumption and plausible
post-quantum safety; on the other side, Virgo is among the most computationally
heavy protocols considered, which is definitely a problem for on-chain environ-
ments. The trade-off should be evaluated by the developer, possibly considering a
middle ground such as Marlin on ZoKrates, which results in moderately low com-
putational costs (given the usage of arkworks by part of ZoKrates), with better
security when compared to Groth16. Another solution, which we will explore in
the next section and is used by solutions like zkBridge [36], is the use of recursive
proofs, chaining a security-first protocol like Virgo with an efficiency-first protocol
like Groth16 to obtain smaller proofs.

9.3 Considerations on recursive proofs

An interesting technique used by some applications where both computational and
security constraints are present is the use of recursive proofs, which try to achieve
the best of both worlds. We note that this is a technique rather than a protocol,
hence why it was not mentioned in the protocols list, and that it is not well suited
for the frameworks we have considered: it requires implementing the verification
process of one zkSNARK as the arithmetic circuit of another zkSNARK, which is
not straightforward in the frameworks we have considered since they expose the
systems as black-boxes. This approach requires the use of lower-level libraries, as
well as requiring the developer to be extremely familiar with the cryptographic
tools involved, as they will have to be reimplemented from scratch for a different
proof system. However, in scenarios where this is a possibility, the final result
does indeed offer both extreme efficiency of a zkSNARK like Groth16 with (close
to) the same security as one like Virgo.

The main idea of a recursive proofs is to treat the verification process of one zk-
SNARK as the circuit for the relation of another zkSNARK. This has two main
uses: if we chain the same zkSNARK multiple times, we can effectively batch
multiple verifications into one proof which is easier to check; if we chain different
zkSNARKs with different properties, we get the verification costs of the ending
proof system, with the zero-knowledge security level of the starting proof system.
Of course, this does come at a cost of increased prover runtime (as we effectively
have to execute two prover processes instead of one) and an increased knowledge-
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soundness error, as it now suffices to break one of the two proving processes to
forge a valid proof.

As we mentioned, this is a difficult technique to implement, requiring extensive
knowledge of the involved cryptographic protocols as well as the use of lower level
libraries which expose the cryptographic tools to implement the verification pro-
cess of a zkSNARK. At the same time, this is an extremely useful technique with
very interesting properties, being used by real applications: the idea of recursing
the same proof system to compress multiple proofs into one proof is being used
by zkRollup, and the idea of compressing a secure Virgo proof into a small and
efficient Groth16 proof is being used by zkBridge.

There is an additional benefit given by recursing a secure protocol like Virgo into an
efficient protocol like Groth16. In general, Groth16 requires the setup procedure
to be executed per-circuit, which is an issue in contexts where the protocol is
used to verify multiple and ever-evolving circuits. However (up to a certain size,
as discussed in the theoretical part of this work), the procedure for the Virgo
verification is always fixed, and only its inputs change, meaning that we combine
this protocol (which has a transparent setup) with Groth16, the trusted setup has
to be executed only once for the generation of the public parameters related to
the Virgo verification circuit, giving Groth16 a sort of updatability property which
it lacks.

9.4 Considerations on domain-specific solutions

As we mentioned, ZKP applications to some specific domains have been much more
developed in the literature, particularly for the cases of cross-chain communication
and verifiable machine learning, resulting in specialised and efficient solutions that
could be preferable to custom from-scratch solutions. Some of these solutions
are implemented via lower level libraries (often libsnark for C++) for increased
efficiency. For completeness of the guidelines we list and analyse these domain-
specific solutions for the mentioned use cases.

9.4.1 Cross-chain applications for blockchains

Overview

The cross-chain problem in blockchains refers to the issues related to developing
applications that span multiple chains. Examples of such applications go from
simple verification of transaction existence, data transfer and transfer/exchange
of assets to more complex solutions. Most popular chains are not designed with
such interoperability in mind, and require additional work in order to implement
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cross-chain applications. While the implementation of on-chain conditional logic
is not necessarily an issue (assuming that the chain supports smart contracts),
there are still some key challenges that need to be addressed.

Atomicity, which is usually a concern for these types of operations, can be resolved
with the usage of Hash Time Locked Contracts (HTLC). The main challenge for
cross-chain applications is that, as a basic block for such operations, one would
need to perform validity checks that require context of the whole source chain,
which can be prohibitively expensive both computation-wise and communication-
wise. Additionally, cross-chain applications between a permissionless and a per-
missioned chain must make sure not to reveal permissioned or secret data (possibly
necessary for the verification) to a publicly-readable chain.

These challenges make the usage of ZKP systems and zkSNARKs the ideal so-
lution. The current state of the art for cross-chain applications through ZKP
systems further addresses the size of the involved circuits and computation time
by developing proofs which operate on a Light Client check, rather than inspecting
the whole chain which could be unfeasible (for example, at the time of writing,
context of the whole Bitcoin chain would require around 720GB of data).

Current development and implementations

zkBridge, proposed by Xie et al. [36], defines a bridge for generic cross-chain ap-
plications. Instead of designing a bridge for a specific chain architecture, zkBridge
defines an API which can then be used by smart contracts for the specific source
and target chains. This allows developers to create cross-chain applications just
by specifying smart contracts in the source and target chains that interface with
the bridge API. Note that this does not mean that zkBridge offers a completely
chain-agnostic solution, as the actual implementation of zkBridge depends on the
specific Light Client of the source chain. The specific implementation given by
the authors is a bidirectional bridge between Cosmos and Ethereum.

To minimize the prover runtime, Xie et al. also develop a new zkSNARK of inde-
pendent interest, deVirgo, a decentralised version of Virgo which takes advantage
of the data-parallel structure of the signature circuit to obtain a ×30 speed up
from the original Virgo. This greatly reduces the (decentralised) prover time, at
the cost of a suboptimal proof size. To address this issue, they deploy a recursive
proof approach (as discussed in the previous section) by proving the deVirgo state-
ment via Groth16, which further compress the proof size and reduce verification
time.

Harmonia, proposed by Belchior et al. [37], offers a framework for cross-chain
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applications similar in spirit to zkBridge (in that this is also based on creating a
proof of the verification done by a Light Client) specialised to a novel Light Client
(DendrETH) for Ethereum. The implementation uses Groth16 through snarkjs,
offering excellent proof size and verification time at the cost of a trusted setup
which the authors resolve by using the multiparty computation ceremony Powers-
of-Tau [30].

9.4.2 Applications to Machine Learning

Overview

The recent developments in AI technology have caused an increasing number of
services offering query access to neural networks and other types of machine learn-
ing applications.

The most common scenario, which is often referred to as Machine Learning as a
Service, or MLaaS, is where a service provider, assumed to be computationally-
powerful, offers access to the service for a fee to a customer, which lacks the
computational power and the models to run the service locally.

In MLaaS the weights of the model which are necessary to perform the inferences
are also usually privately owned by service provider, which has interest in keeping
them hidden. This can happen both for economic reason, as the provider might
want to protect the model which required investment to produce, but also for
more ethical reasons, such as in a medical scenario where a model is produced
by training on patients data which is considered sensitive and might leak from
knowledge of the weights.

We note that all applications to machine learning and neural networks share some
technical issues when adapting to ZKP protocols which need to be resolved to
make the implementation feasible, such as the fact that almost all neural net-
works work in floating point arithmetic which is difficult to represent in finite field
arithmetic.

The most common use cases considered by current research in ZKP applications
to machine learning include are following:

• Proof of inference: proving that a given output was indeed obtained by
running a private neural network on a known input.

For example, in a medical application, one might want to have proof that
a certain result was obtained by a specific, well tested neural network as a
safety measure. In this context the zero-knowledge is necessary as knowledge
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of the weights might reveal knowledge of the training data which is usually
sensitive information.

As another example, in a customer-provider MLaaS scenario as discussed
before, a customer might want proof that the results being given by the
provider are indeed obtained from the machine that the customer is paying
for, and not a “cheaper” machine which would cost less to the provider.

• Proofs in accuracy-testing: proving that a certain accuracy score was ob-
tained by a specific neural network, without revealing sensitive information
such as the weights of the network.

• Proof of training: some of the literature also explores the scenario where
a customer might want to outsource the training of a new neural network
to a computationally-powerful provider. This can be a simple case of out-
sourcing of computation if the dataset is provided by the customer, in which
the zero-knowledge property is not necessarily needed, or a proper zero-
knowledge scenario if the provider is also providing a private dataset, where
the customer might instruct the provider to train the network only on a
subset of the data defined by properties (e.g., “train on all the data related
to the Rust language”) for a specialised neural network. In this case, a ZKP
system allows for training on specialised private datasets.

Given the natural representation of a neural network as a (possibly big) circuit
and that most SNARKs are developed to work directly for circuits or some arith-
metization of these, one might think easy to adapt such proofs to neural networks.
In practice, though, there are two main problems in this adaptation.

First of all, most neural networks operate on floating-point arithmetic, which does
not mesh well with the finite-field arithmetic on which almost all of the current
literature of zero-knowledge proof is based. This issue is resolved by a process
called quantization in which floating-point numbers get converted to fixed-point
numbers, which can be more easily represented in finite arithmetic.

Secondly, most neural networks operate using both linear and non-linear opera-
tors, and the latter are much more difficult to represent as constraints for zero-
knowledge proofs.

Current development and implementations

The current state of the art for ready-to-use solutions is given by EZKL [38]. EZKL
is an open source35 audited library for generating inference proofs for neural net-
work. It is ready-to-use meaning that it takes as input an .onnx representation

35https://github.com/zkonduit/ezkl

https://github.com/zkonduit/ezkl
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of the neural network, which can be exported directly from PyTorch or Tensorflow.

Other frameworks are being developed but are currently only theoretical proof of
concepts for new methods of implementation, and are not intended as a practical
solution. Most of these libraries implement proofs for simple known models such
as ResNet18/50 and VGG-11/16. Developers intending to use these solutions will
have to manually implement the desired models in the specific library framework.

The most relevant frameworks in the current ecosystem are the following.

• Mystique [39] is considered the base layer for recent frameworks and is usually
used as a reference point for benchmarks.

• zkNN [40], which is the current state of the art for inference proofs for con-
volutional neural networks. It provides benchmarks and test for ready to
use models and has an open source implementation36. The authors claim
a speed-up of proof generation time of a factor of ≈ ×41.5 on ResNet50
when compared to Mystique, and a speed-up of ≈ ×35.7 when compared to
EZKL for generating a proof of GPT-2, making it in theory the state of the
art for efficiency, though requiring a manual implementation of the desired
networks, with little to no documentation.

• zkCNN [41] defines an efficient inference proof scheme for convolutional neu-
ral networks, although the provided source code37 does not yet implement
fully the zero-knowledge property, and development seems to be abandoned.
For these reasons, despite the interesting theoretical results, this might not
be an option even for developers intending to manually implement their
neural networks in the framework.

• ZEN [42] implements a compiler for neural networks into a ZKP scheme
for inference and a ZKP scheme for accuracy testing, although the source
provided for the code results in a dead link, hence it is not a suitable option.

36https://anonymous.4open.science/r/zknn-D209
37https://github.com/TAMUCrypto/zkCNN

https://anonymous.4open.science/r/zknn-D209
https://github.com/TAMUCrypto/zkCNN


Chapter 10

Conclusions and future work

In this work we analysed and compared the available solutions for implementing
ZKP systems in real life applications, by studying the theoretical protocols from
the literature as well as the available frameworks for implementation. While this
is not the first structured comparison of ZKP protocols or ZKP frameworks to be
done, existing comparisons focus either on the theoretical aspects of the protocols
or on the empirical properties of the frameworks. This work offers an unified com-
parison taking in consideration both theoretical aspects for security and practical
aspects for efficiency. The results of this comparison are then used to produce
guidelines meant to help the choice of ZKP protocol and framework for a given
application, based on the properties of the given use case.

We remark the main results of the analysis and comparison. First, we noted the
absence of transparent setup protocols in the available frameworks: every solution
implements a subset of Groth16, Marlin, Plonk, or variants of these, all of which
require trusted (possibly universal) setup. Among all of the considered solutions,
there exist only one ready to use solution which implements a transparent setup
protocol; it is Noir with the third party backend ProveKit, which implements the
transparent setup zkSNARK Spartan.

From the comparison it appears that there exist a natural trade-off between se-
curity and efficiency in the existing protocols, with the trusted setup protocols
sitting in the efficiency side of the spectrum, and the transparent setup protocols
sitting in the security side. At the same time, empirically the efficiency of both
the runtime of the protocol as well as the communication and proof size is mainly
influenced by the choice of framework rather than the protocol. Given that not all
frameworks implement all the available protocols, today the choice of framework
is much more relevant for computationally constrained applications. At the same
time, while some DSL are created specifically with on-chain environments as the
target, almost all available frameworks allow exporting the verifier into a Solidity
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verifier for EVM-compatible chains, making the choice of framework less restrict-
ing in this aspect.

Regarding availability of the protocols, the implemented frameworks still lack some
relevant protocols present in the literature. In particular, there is an absence of
transparent setup protocols, which right now are only available through manual
implementations within frameworks which expose the tools to do so, like arkworks
and Noir. However, these manual implementations require strong knowledge of the
cryptographic tools involved, making this path not easily accessible. Additionally,
all the canonically implemented protocols are not post-quantum safe. The most
common implemented protocol among the frameworks is Groth16, which provides
excellent efficiency at the cost of security and proof malleability.

Lastly, we noted some additional precautions which must be taken into consid-
eration for applications which are susceptible to replay attacks or harvest-now-
decrypt-later attacks, as well as post-quantum safety, which exclude some proto-
cols.

Future work

The scope of this work is meant to be wide enough to cover most of the relevant
protocols and frameworks, but limited and finite in order to allow a proper analy-
sis of the subject. This means that this work has some open ends which could be
covered in future work.

First of all, while this work takes in consideration five of the most relevant pro-
tocols and 4 of the most relevant frameworks, this is by no means an exhaustive
search: there are plenty of existing and established protocols such as Libra, zk-
STARK, Hyperplonk, or Spartan, as well as frameworks such as Gnark or libsnark,
which have not been considered in this work. This was a deliberate choice but it
would still be interesting to see, in an expanding work, how these solutions fare
in comparison to the already analysed ones.

Additionally, this work focuses specifically on ZKP systems for arbitrary arith-
metic circuits which can be used as black-boxes in available frameworks. This is
meant to reflect how a developer not experienced in cryptography might use these
tools, but it is a noticeable restriction over all the families of ZKP systems. For
example, when focusing on specific problems rather than generic computation, it
could be interesting to see a similar comparison analysing different systems, such
as inner product arguments or range arguments like Bulletproofs.
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Another possible direction of expansion for this work is the implementation of some
of the mentioned protocols with the tools offered by arkworks and Noir: while we
mentioned that currently there exist a discrepancy between the protocols pro-
posed by the literature and the available protocols in the frameworks, some of
these frameworks do offer the tools to fill this gap. Given that the main trade-off
for a transparent setup comes in the form of increased computational costs, and
given that the resulting efficiency is heavily influenced by the framework, it would
be interesting to see how a less efficient transparent setup protocol would compare
to existing solutions when implemented in an efficient framework like the arkworks
ecosystem.

Lastly, this work only briefly mentions recursive proofs as an available tool for
trying to obtain the best of both worlds security and computationally-wise. This
aspect could certainly be expanded, adding to the comparison solutions which
implement this tool, or developing a framework to compare and benchmark generic
recursive proofs which can then be instantiated with various zkSNARKs.
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Appendix A

Terminology for Plonk

The original presentation of the Plonk protocol [4] defines the protocol in terms of
number of gates and wires of the circuit instead of gates and inputs like we did.
The reason of this choice is that the circuit representation used by the authors
differs slightly from our definition (based on directed acyclic graphs), which we
now explain.

First of all, in our definition the inputs and outputs of the circuit are nodes of
the graph, while in the the representation used by the authors of Plonk (which
in fairness is probably more representative of what wires and gates actually are
in hardware) inputs and outputs are wires that come from outside or go outside
the circuit. Additionally, we said that the wires of the circuit are the edges of
the graph, which implies that two wires coming out of one node and going to two
different nodes are different wires. In the other representation, however, all the
wires coming out of one node are considered to be “one-but-split” wire, which
would then account only for 1 in the count of the wires and would automatically
assume the same value independently of where it was inputted.

However, by corresponding the value of the “one-but-split” output wire to the
“value assumed by the gate”, we get a clean correspondence that resolves this
issue. Indeed, in the original article the variables zi are not in correspondence of
the nodes, rather in correspondence of the wires of the circuit. If we were to use
this notation then, since for us a wire is an edge of the graph, then we would have
to account for multiple wires coming from a common node, which we would then
have to enforce to be equal. This is not necessarily an issue since the point of
the permutation check is precisely to assert that “values that should be equal are
actually equal”, however it would add to computational cost to account for the
duplicate wires.

Furthermore, this correspondence actually preserves the computational constants
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as we are mapping each “stray” input wire to an input node, and each wire which
comes from a gate is mapped to that gate.
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